DNS

Domain Name System — cuctema LOMEHHbIX UMEH

http://ru.wikipedia.org/wiki/DNS

@ 34eck NpuBeaeHsl NpyMepsl HacTponky Ana Debian

dopmMaT 3aronoBka ¢ranna 30HbI

e WwNhE

Serial
Refresh
Retry
Expiry
TTL

':D Bpems 3apaéTca cekyHaax!

(£ Fix Me! )

SOA-3anuck (Start of Authority) — Ha4YanbHaa 3anncCb 30HbI, KOTOPas yKa3blBaeT MECTOMON0XKEHWe 3TaIOHHOW 3anuncK o
AomeHe. OHa cogepxuT B cebe KOHTaKTHY0 MHMOPMaLMIO InLa, OTBETCTBEHHOMO 3@ AAHHYIO 30HY, BPEMS K3LLIMPOBaHWA
MH(OpMaLMK Ha cepBepax U AaHHble 0 B3aumogencTeum DNS. SOA-3anuck co3gaeTcs aBToOMaTUYeCKU. YOanuTb ee Henb3s.

3alaBaeMble 3HAYEHUS: -

1.
2.
3.

TTL - BpeMs, B Te4eHUne KOToporo nHdopmauna byaet kewmposaTbes apyrumm DNS-cepeepamm.

Hostname - KOHTaKTHbIN agpec iMua, KOTOPbIN OTBEYaeT 3a aAMUHUCTPUPOBaHME daiifa 30HbI.

Serial number - 32-pa3psgHoe 4MCno, KOTOpoe CoaepXuT B cebe cepunHbIn HOMep (aina 30Hbl. N3meHseTca npu
Ka)kLoM 06HOB/IEHNM 30HbI.

Refresh - Bpems (B cekyHpax) oxupaHusa otseTa BTopudHoro DNS nepep 3anpocom SOA-3anmncu € nepBuYHbLIX
cepBepoB. M0 NCTeYeHUU OaHHOr0 BpeMeHn BTOpUYHbIA DNS obpallaeTcs K NePBUYHOMY ANA NOJNYHEHUS KOMUK
Tekywen SOA-3anucun. MepeuyHbin DNS-cepBep BbiMOSHAET 3TOT 3anpoc. BTopuyHbin DNS-cepBep cpaBHuBaeT
Nosy4YeHHbIN CEPUNHBIA HOMEP 30Hbl C UMeLWNUMCS. ECNM OHU OTAMYalOTCH, TO OCYLEeCTBAAETCA 3amnpoc K
nepsu4HoMy DNS-cepBepy Ha TpaHcdep 30HbI.

Retry - ecnn cepeep HeZoCTyrMeH, TO B N0 UCTEYEHUN BPpeMeHU (B CEKYHAax), YKa3aHHOro B JaHHOM napameTpe,
cepBep MOBTOPHO MOMbITAETCA CUHXPOHM3MPOBaTL NHGOPMaLIMIO C nepBuyHbIX DNS-cepsepos.

Expire - BpeMs (B cekyHAax), B Te4eHne KOToporo BTopmyHbIN DNS 6yaeT mbiTaTbCs 3aBEPLUNTb CUHXPOHM3ALMIO
30HbI C NePBUYHbLIM. ECIM 3TO BpeMs NUCTe4eT 40 TOro, Kak CUHXPOHU3aLMs 3aKOHYUTCSA, TO 30Ha Ha BTOpUYHOM DNS-
cepBepe nepecTaHeT 06C/y)KMBaTb 3anpockl 06 3TON 30He.

Minimum TTL - BpeM# XWU3HU K3LWa ANf HeraTMBHOIO OTBETa Ha 3anpoc B 30He.

Y10 Takoe SOA-3anmch 1 Kak ee npoeeputb | REG.RU

Serial

CepuinHbln HOMep. Kaxabl pa3 Npyu U3MeHeHUN Kaknx-nnbo AaHHbIX ero Hy>XXHo obs3aTenbHO MeHATb. Korga meHseTca
CEpPUWIHbIA HOMep, 30Ha 0OHOBISIETCA Ha BCEX CEpBEpPaAX.

Micnonb3ynTe cnepytowmin goopmat: MIITMMALHH

[Trr —rop
MM — mecsau,
00 — neHb

HH — MOPSAAKOBbIA HOMEP M3MEHEHNA 3a AeHb. ECnun Bbl y)Ke BTOPOW pa3 3a A€Hb BHOCUTE U3MEHEHUSA B (hail 30HbI,
ykaxute 01, ecnn Tpetun — 02, n T.4.
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http://ru.wikipedia.org/wiki/DNS
http://sysadminmosaic.ru/debian/debian
https://www.reg.ru/support/dns/Nastroika-zony/chto-takoe-soazapis-i-kak-ee-proverit
https://www.reg.ru/support/dns/Nastroika-zony/chto-takoe-soazapis-i-kak-ee-proverit
https://www.reg.ru/support/dns/Nastroika-zony/chto-takoe-soazapis-i-kak-ee-proverit
https://www.reg.ru/support/dns/Nastroika-zony/chto-takoe-soazapis-i-kak-ee-proverit

Refresh

WMHTepBan, Yepes KOTOpLI Slave cepBepa A0KHbLI 00palLaThCs K primary cepsepy v NpoBepsTh 0OHOBIEHWE 30HbI.

Retry

ecnu slave cepeepy He yaanock 06paTUTCS K primary cepeepy, Yepes3 3TO BPeMs OH [10JXKeH MNOBTOPMTb CBOIA 3anpoc.

Expiry

€C/I B TeYeHUM 3TOro BpeMeHn slave cepBep Tak M He cMor o6HOBMTbL 30HY C primary cepBepa, To slave posxeH
npekpaTUTb 06CAYXNBATb 3TY 30HY.

TTL

BPEM$ KELUMPOBAHUS OTPULIATENIbHBIX OTBETOB (OTBET «[LOMEH HEBO3MOXXHO pa3pewnTs B IP agpec»)

OOwan HacTpoMka

Mopsaok onpoca MCTOYHMKOB onpefenseT NSS

hosts
®ann /etc/hosts

127.0.0.1 localhost

resolv.conf

dann /etc/resolv.conf

resolv.conf

domain domain.ru

search domain.ru domain2.ru domain3.ru
nameserver 192.168.1.1

nameserver 192.168.1.2

domain OCHOBHOI AOMEH L)1 XOCTa

search CNNCOK AOMEHOB AN14 NOoUCKa, ecqim MA AOMeHa He YKa3aHOo B 3anpoce

nameserver | IP agpec cepsepa DNS,Kaxabi B 0OTAENbHON CTPOKE

3anpeTt usMeHeHus panna

(#~“Fix Me! ;

1. MOXXHO BbIMONHNUTbL KOMaHAy:
chattr +i /etc/resolv.conf

How To: Make Sure /etc/resolv.conf Never Get Updated By DHCP Client
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http://sysadminmosaic.ru/nss/nss
http://sysadminmosaic.ru/_export/code/dns/dns?codeblock=1
http://www.cyberciti.biz/faq/dhclient-etcresolvconf-hooks/

CepBepbl

e Cepsep BIND
e PowerDNS

TecTupoBaHue

Hy>XHO yCTaHOBUTb:

apt install dnsutils

nslookup

iIMeHa no4ToBbIX cepepoB | nslookup -type=MX WUMSA_OOMEHA

ObpaTHas 30Ha nslookup -type=PTR IP_AJIPEC
dig

O6was nHgpopmaumsa o gomeHe | dig @CEPBEP UMSA_LOMEHA

iIMeHa MoYTOBbLIX CepBepoB dig -t mx WMA_NOMEHA

ObpaTHas 30Ha dig -t ptr IP_AAPEC B _OBPATHOM_MNOPAAKE.in-addr.arpa

http://ru.wikipedia.org/wiki/Dig
Ons paboTbl Hy>KeH nakeT dnsutils
apt install dnsutils

Debian Dig Install - LinuxMoz

TecTupoBaHuMe aoMeHa / appeca

network-tools.com : NsLookup

SenderBase Look Up

MpoBepka DNS 3anucein A, NS, MX, CNAME, PTR, TXT, SOA, AAAA, ALL
IP History - ViewDNS.info

intoDNS: checks DNS and mail servers health

https://www.dnsinspect.com/

CcbiNIkM

CncTeMa fOMEHHbIX UMeH (MaTepuansl kHuru MN.6. Xpamuosa)
DNS for Rocket Scientists
MTA's poor reputation: fa s BuXY 6paTOK Tbl CMamMep MNpoCTon?:)

bind9 + copBapAVHI OTAEIbHON 30HbI.
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http://sysadminmosaic.ru/bind/bind
http://sysadminmosaic.ru/bind/bind
http://sysadminmosaic.ru/powerdns/powerdns
http://ru.wikipedia.org/wiki/Dig
https://linuxmoz.com/debian-dig-install/
http://network-tools.com/nslook/
http://www.senderbase.org/lookup/
http://xseo.in/dns
http://xseo.in/dns
http://xseo.in/dns
http://xseo.in/dns
https://viewdns.info/iphistory/
https://intodns.com/
https://www.dnsinspect.com/
http://info.nic.ru/st/14/out_267.shtml
http://www.zytrax.com/books/dns/
http://www.remoteshaman.com/server/mta/mtas-poor-reputation-da-ya-vizhu-bratok-ty-spamer-prostoj
http://www.remoteshaman.com/server/mta/mtas-poor-reputation-da-ya-vizhu-bratok-ty-spamer-prostoj
http://www.delayer.org/2011/01/bind9.html
http://www.delayer.org/2011/01/bind9.html

Split-horizon DNS
Mepepnaya 30HbI DNS

®opmaT hanna 30Hbl | HaCTponKa XOCTUHr-cepBepa
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https://en.wikipedia.org/wiki/Split-horizon_DNS
https://ru.wikipedia.org/wiki/Передача_зоны_DNS
https://ru.wikipedia.org/wiki/Передача_зоны_DNS
http://server-tuning.info/bind/zone-file-format.html

http://sysadminmosaic.ru/dns/dns
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