iptables: nokymeHnTauus ot iptables.ru

S Fix Me!

NCTOYHNK

MopAanoK NnpoxoXXaeHusa Tabnuu, u uenoyek

Korpa makeT MPUXOAMUT Ha Haw 6paHAaMaysp, TO OH criepBa MornajaeT Ha CeTeBOe YCTPOWCTBO, MepexBaTbiBaeTCs
COOTBETCTBYIOLLUM ApaiiBEPOM W fasiee NepenaéTtcs B s4po. [lanee nakeT NnpoxoauT pag Tabauy u 3aTem nepepaércsa nmbo
JIOKa/IbHOMY NPU0XKEHUIO, MO0 NepenpasngeTcs Ha APYrylo MalLuHy. MopaaoK ClefoBaHWs nakeTa NPUBOAUTCS HIXKE:

I10p;|p,0K ABUXXEHUA TPAH3UTHbLIX NaKeToB

LWar | Tabnuua Lenoyka MpuMevaHue

1 Kabenb (T.e. UIHTepHeT)

2 CeTeBoll UHTepgeic (Hanpumep, eth0)

3 mangle PREROUTING O6bI4YHO 3Ta LenoYyKa UCMosb3yeTca AN BHECEHNS U3MEHEHWIA B 3ar0JIOBOK MakeTa,

Hanpumep ans n3mMeHeHus 6utos TOS u np.

STa Lenoyka Ucnosib3yeTcs ANa TpaHCaauum ceTesbix agpecos (Destination Network
Address Translation). Source Network Address Translation BbinosHseTca no3aHee, B
Apyron uenouyke. Jlioboro poaa hunbTpauus B 3ToM LIENOYKE MOXET NPOUN3BOAUTLCS
TONBKO B NCKJIOYMTENbHBIX CllyYasx

4 nat PREROUTING

MpuHATME peleHns 0 fasbHeNLWeR MapLpyTM3aLmm, T.e. B 3TON TOYKe pellaeTcs Kyaa
NONAET MaKeT - JIOKaJIbHOMY MPUJIOXKEHUIO WM Ha APYron y3en CeTu.

Janee nakeT nonaaaeT B uenoyky FORWARD Tabnmubl mangle, KoTopas AoJiKHa
NCMNO0J/Ib30BaTbCA TOIbKO B UCKJIIOYUTENBHBIX CNyYasx, Korga Heobxogmmo BHeECTH
HEeKOTOpble M3MEHEHUS B 3ar0JI0BOK NakeTa Mexay ABYMS TOYKaMUN NMPUHATUA pelleHuns
0 MapLupyTu3aumu.

6 mangle FORWARD

B uenoyky FORWARD nonafatoT TOJIbKO Te MakKeTbl, KOTopble UAYT Ha ApYyron xocT Bea
bunbTpauns TPaH3NTHOrO Tpaduka LOKHA BbINOAHATLCA 34eck. He 3abbiBanTe, 4T0
4yepes 3Ty LenoyKy npoxoanT Tpagmk B 06oux HanpaBaeHusx, obasatesbHO
y4YuUTbIBaTE 3T0 06CTOATENHCTBO NPU HAaMMCaHWW NPaBuUA GUAbTPaLUK.

7 Filter FORWARD

STa uenoyka npefHasHavyeHa 4S9 BHECEHUSA N3MEHEeHWI B 3arofIoBOK MakeTa yxXe

8 mangle POSTROUTING
nocse TOro Kak MpUHATO NOCNeAHEE PELLEHNE O MapLLPYTHU3aLUN.

STa Lenoyka npefHa3Ha4vyeHa B nepsylo ovepenb ans Source Network Address
9 nat POSTROUTING | Translation. He ncnonb3ynte ee gnsa ¢punbtpaumm 6e3 ocobonn Ha To HeobxoammocTu.
34eCb XXe BbINONHAETCA 1 MackapaauHr (Masquerading).

10 BbixogHON ceTeBon UHTepdenc (Hanpumep, ethl).

11 Kabenb (nycTb 6yneTt LAN).

Kak Bbl MOXETe BUAETb, MaKeT MPOXOANT HECKOJIbKO 3TamnoB, Npexae 4em oH byaeT nepefaH fanee. Ha KaXK4oM U3 HUX
nakeT MoxeT bblTb 0CTaHOBNEH, Byab TO Lenoyka iptables nnm 4to nnMbo ewé, Ho Hac rnaBHbIM 06pa3oM MHTepecyeT
iptables. 3ameTbTe, YTO HET KakMx MO0 Lienoyek, cneunduyHbIX 4as OTAENbHbIX UHTepdencoB nan yero nbo nogobHoro.

':D Lleno4yky FORWARD npoxoasaT BCE nakeTbl, KOTOpble ABWXKYTCS Yepe3 Haww bpaHamMayap/ poyTep.

D He NCcnonb3ynTe Uuenoyky INPUT ans puabTpauum TPaH3UTHbLIX NAaKeTOB, OHM TyfAa MPOCTO He nonadatoT! Yepes 3Ty
LLenoyKy ABVXYTCS TONIbKO Te NMakeTbl, KOTOpble NpefHa3HavyeHbl JaHHOMY XOCTY!

YCTaHOBKA NOJIUTUK no-yMoOJiiaHUIO

HDE)KLI,E, 4YeM NPUCTynnTb K CO3JaHNI0 Ha6opa npasun, Heobxoaumo onpenennTbCa C NOINTUKaMKN LIEMNOYEK NMO-YMOJTHaHUIO.
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http://www.iptables.ru/iptables.html

[onnTrKa no-ymMmonyaHuio ycTaHaB/IMBaeTCs KOMaHAon:

iptables [-P {chain} {policy}]

MonuTmka no-ymonyaHuto npencrasnset cobon gencTeme, KOTOPOE NPUMEHSETCS K MakeTy, He MonaBLleMy Nog AencTeme
HW OQHOrO U3 nNpasun B Lienoyke. (Hebonblloe yToYHeHMe, KOMaHAa iptables -P npumeHuma TOJIbKO K BCTPOEHHLIM
uenoykam, T.e. INPUT, FORWARD, OUTPUT u T.M., N HE NPUMEHUMA K MOJIb30BaTENbCKMM LIEMOYKaM).

I:D Hy>Ho 6bITb OCTOPOXHbIM C YCTaHOBKOVI NOJINTUK NMO-YMOJTHaHUIO ONA LEenovYek n3 Tabnuu, He npenHa3Ha4YeHHbIX Ona
(punbTpaumm, Tak Kak 3TO MOXET NMPUBOAUTb K LOBOJIbHO CTPaHHbLIM pe3ynbTaTaM.

KoMaHpAabl
KomaHpa Mpumep OnucaHue
-A, —append ipkabiie AN [obaBnseT HOBOE NPaBWIO B KOHEL, 3a4aHHON LLenoYkm.
YpaneHue npaBuia U3 LENOYKM.
: KomaHpa umeeT fBa hopMaTa 3anucu, NepBbii - KOrfa 3afaeTcs KpuTepun
ff’gagkisséD_I.NPUT CpaBHeHus ¢ onuueil -D (CM. NepBbIi NpUMep), BTOPOIl - MOPSAAKOBbIA HOMEp
-D, —delete p J npaewuna. Ecnn 3apaeTcs KpUTepuin CpaBHEHNA, TO yAaNfaeTCsa NpaBno,

DROP, iptables -D
INPUT 1

KOTOPOE UMeeT B cebe 3TOT KpUTEPUIA, eCn 3alaeTCa HOMep npasuia, To
6yneT yaaneHo npasuio C 3aAaHHbIM HoMepoM. CHeT NpaBul B LLIeNoYKax
HaynHaeTca c 1.

-R, —replace

iptables -R INPUT
1 -s 192.168.0.1
-j DROP

Ta KOMaH[a 3aMeHsieT 04HO NPaBuIo ApyruM. B 0CHOBHOM OHa MCMOoJb3yeTcs
BO BPeM$ OT/JIaAKWN HOBbIX MPaBWJI.

-I, —insert

iptables -I INPUT
1 --dport 80 -j
ACCEPT

BcTaBnseT HOBOe MpaBWIo B Lenoyky. Yicno, cregytollee 3a MUMeHeM Lienoyku
yKa3blBaeT HOMep rnpaswuiia, nepen KOTOPbIM HY)XHO BCTaBUTb HOBOE MpaBusio,
LpYrvMuy CNnoBaMu YUCAOo 3aflaeT HOMEp NS BCTaBAsemMoro npasuna. B
npuMepe BbllE, YKa3bIBAETCA, YTO AaHHOE NPaBWIO0 OOJHKHO bbiTh 1-M B
uenoyke INPUT.

-L, -list

iptables -L INPUT

BbIBOL CMMCKa npaBwu B 3aflaHHOWM LIernoYke, B JaHHOM npumepe
npeanonaraeTcs BolBoA nNpasun n3 uenodkn INPUT. ECiv nms Lenoykm He
YyKa3blBaeTCSH, TO BbIBOAUTCS CNUCOK NPaBua ANa Bcex uenoyek. dopmaTt
BbIBOAA 3aBMCUT OT HAJIMYNA OOMOJIHUTENBHbLIX K/OYEN B KOMaHAE, Hanpumep
-n, -v, n np.

-F, —flush

iptables -F INPUT

Cbpoc (yoaneHme) Bcex NpaBu U3 3afaHHON Lenoykmn (Tabnnubl). Ecam ums
Lenoykn 1 Tabnuubl He yKasbiBaeTCs, TO YAANSOTCA BCE NpaBuia, BO BCEX
Lenoykax. (Xoyetcs oT cebs nobaBMTb, YTO ECAN HE yKa3aHa Tabauua KJ4HoMm
-t (-table), To o4yncTKa LenoYyek Npon3BOANTCS TONbKO B Tabnuue filter, npum.
nepes. )

-Z, —zero

iptables -Z INPUT

O6HyneHne BCcex CHETYMKOB B 3alaHHOM Lenoyke. Ecm uMs Lenoykn He
YKa3blBaeTCA, TO Nofpa3yMeBaloTcs BCe Lenodku. Mpu ncnosib3osBaHuy Kioya -
V COBMECTHO C KOMaHAoMm -L, Ha BbiBoA ByayT noAaHbl N COCTOAHUS CHETYMKOB
nakeToB, MOMaBLUNX MOA LeiCTBME KaXXA0ro npasuia. [JonyckaeTtcs
COBMECTHOE MCMO/b30BaHNe KoMaHA -L n -Z. B 3ToM cnyyae ByneT BbifaH
CHayYafa CNMCOK MpaBu CO CHETHYMKaMK, a 3aTeM npousonaeT obHyneHne
CYETYUKOB.

Co3paeTcsa HOBas LienoYKa C 3aaHHbIM MUMEeHEM B 3afaHHon Tabnuue B Bhile
npusegeHHOM nprMepe Co34aeTCa HoBas Lenoyvka ¢ umeHeM allowed. Mma

N . iptables -N
-N, —new-chain allowed LenoYKy JOJIKHO BblTb YHUKabHBIM 11 HE AO/KHO COBMaAaTh C
3ape3epBrPOBAHHLIMY NMEHAMM LienoYeK 1 aencTemn (tTakumm kak DROP,
REJECT n T.1.)
YpaneHue 3afaHHoOM LENOYKM M3 3aaHHoN Tabnuubl. Yoansemas uenovyka He
-X, —delete- iptables -X LOJIXKHA UMETb MPaBU U HE [OJHKHO BbITb CChIIOK U3 APYrnX LenoYeK Ha
chain allowed yhansemyto Lenoyky. Ecam ums uenoykun He ykasaHo, To ByayT yaaneHsl Bce

LienoyKmn 3aaaHHoi Tabanue KpoMe BCTPOEHHBIX.
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KomaHpa Mpumep OnucaHue
3aflaeT NoMTUKY MO-YMOJIYAHUIO A5 33 aHHOW Lienoyku. NMonmTuka no-
-P, —polic iptables -P INPUT | yMOn4aHMWiO onpeaenseT GeACTBNE, MPUMEHAEMOE K MaKeTaM He NonasLwnM
! y DROP noa AencTBue HU OHOrO M3 NPaBwUA B LieMNoYKe. B kayecTBe NOAUTUKM MO
YMON4aHUIO fonyckaeTtcs ucnosb3osatb DROP n ACCEPT.
iptabl . KomaHza -E BbINONHAET NepemMmeHoBaHne rnosib30BaTebCKOM Lienoyku. B
-E, —rename- ;Fl)liwegs : npumepe ueno4yka allowed 6yneT nepemmeHoBaHa B Lenoyky disallowed. 3Tu
chain disallowed nepeuMeHOBaHNSa He U3MEHSAIOT MOPALOK pPaboTbl, @ HOCAT TONbLKO

KOCMETMYECKUIA Xa paKTep.

KomaHAaa gosxHa 6biTb yKasaHa Bcerga. Cnncok AoCTYMNHbIX KOMaHA MOXHO MPOCMOTPETL C NMOMOLLbI0 KOMaHAb! iptables -h
Unn, 4YTOo TOXe camoe, iptables -help. HekoTopble KOMaHAbl MOTYT UCMOJIb30BaTbCAA COBMECTHO C AOMOJHUTENbHbLIMA
Knto4amMu. Huxxe npuBOAMTCA CANCOK LOMONMHUTENbHbLIX KJOYER W ONUCbIBaeTCAa pe3ynbTaT UX AENCTBUSA. pu 3TOM
3aMeTbTe, 4TO 34eCb He MPUBOAMTCA AOMOJIHUTENbHbLIX KOYeN, KOTOPbIE UCMONb3YIOTCA NPU NOCTPOEHUN KpUTepnes

(matches) nnn pencteun (targets). 3Tu onumm mbl bynem obcyxaaTe fanee.

[JonosnHuTeNnbHbIE KIOYH

KomaHabl, €

Kniou KOTOPbLIMHU OnucaHue
Mcnonb3yeTcs
Mcnonb3yeTcs 454 NOBbILWEHNS MHGOPMATUBHOCTY BbIBOAA U, KaK NPaBuio,
MCMO/b3yeTCAa COBMECTHO C KOMaHAow -list. B cnyyae ncnonb3oBaHmns ¢
] KoMaHpom -list, B BbIBOA 3TOW KOMaHAbl BKOYAOTCS TakK XXe UMs nHTepdenca,
-list, CYETYMKM NAKeTOB U BanT ANd KaxKAoro npasuia. PopmaT BbIBOAA CHETHMKOB
v _verbose :iﬁg:?g' npegnonaraeT BbIBOJ KPOME LiNdp YUCNA eLLe 1 CUMBOJIbHbIE MHOXUTEM K
! —delete: (x1000), M (x1,000,000) n G (x1,000,000,000). Ons Toro, 4Tobbl 3aCTaBUTh
—replace KoMmaHay -list BbiBOANTL NoaHoe Yucno (be3 ynotpebneHns MHOXMTENEN)
TpebyeTca NPUMEHATL KIIOY -X, KOTOPbIA onucaH Huxe. Ecan kntoy -v, -verbose
MCNoJsib3yeTcs € KoMaHAamm -append, -insert, -delete nnu -replace, 1o byaeTt
BbiBeAeH NoApobHbIN 0THYET 0 NPOM3BEAEHHON Onepaunn.
Ons BCeX Yncen B BbIXOAHbLIX AaHHbIX BbIBOAATCS UX TOYHbIE 3HaYeHns 6e3
-x, —exact —-list OKpyrneHunsa n 6e3 ncnonb3oBaHnsa MHoXKTenen K, M, G. 3ToT Kntod
NCMNOJIb3yeTCs TONbKO C KOMaHZom -list u He npuMeHnM ¢ ApyruMun KomaHgamu.
3acTasngeT iptables BbiBoAUTL IP-agpeca n Homepa NOPTOB B YNCI0BOM BMAE
-n, —numeric —list npepoTepalLas NnonbiTKn NpeobpasoBaTth NX B CUMBOMYECKME UMEHA. [JaHHbIN
KJII0M UCMOJIb3YeTCH TOJIbKO C KoMaHaom -list.
Knioy -line-numbers BktoYaeT pexxvM BbIBOAA HOMEPOB CTPOK Mpu
_line-numbers _list oTobpakeHnn cnmcka npasua KomaHgow -list. Homep cTpoku cooTBeTCTBYeT
no3nunmn npasuia B LLEnoYke. 3TOT K/0Y NCMONb3YEeTCA TOJbKO C KOMaHAOM
-list.
) 3TOT KJII0Y NCMOMIb3YeTCA AN YCTaHOBKM HavyabHOMr0 3Ha4YeHNs CHETYNKOB
-c, —set- :;;;:;5' nakeToB 1 6aiT B 3alaHHOE 3Ha4YeHWe Npy CO3AaHUM HOBOrO NpaBua.
counters —replacé Hanpumep, knto4 -set-counters 20 4000 ycTaHOBUT cHeTYuK naketos = 20, a
cyeTumk 6anT = 4000.
Knioy -modprobe onpenenset KOMaHAy 3arpy3kn moayns aapa. JaHHbIN KoY
—modprobe Bce MOXXKEeT MCMO0SIb30BaThLCA B C/lyvae, KOrha MOAY/N SApa HaX04UTCA BHE NyTH
noucka (search path). 3ToT KNto4 MOXXET NCNONbL30BaTLCA C N1t06O KOMaHAOM.
Kputepum

Ob6wime Kputepum

O6wume kKpuTepun gonycTumo ynotpebnate B Nobbix MpaBuaax, OHN He 3aBUCAT OT TWMa NpPoToKoNa U He TpebyioT
NOArpy3KM Moaysien pacwmpeHns. K 3Ton rpynne f yMbIWAEHHO OTHeC Kputepuin -protocol HecMoTpsa Ha TO, YTO OH
NCMOJIb3yeTCd B HEKOTOPbLIX CNeunpuyHbIX OT NPOTOKOAa paclumpeHmax. Hanpumep, Mbl pewnnm ucnosb3osaTts TCP
KpuTepuin, Torga Ham Heobxogumo byneT MCNonNb30BaTb U KPUTEPU -protocol KOTOpPOMy B KayecTBe AOMOJHUTENbHOrO
KNloYa nepepaeTcs Ha3BaHue npoTokona - TCP. OgHako Kputepuid -protocol cam no cebe ABNSeTCH KPUTEPUEM, KOTOPLIN

ncnonb3yeTca ANAa yKasaHua Tuna NpoToKoa.
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Kputepuu

Mpumep

OnucaHue

-p, —protocol

iptables -A
INPUT -p tcp

DTOT KpMTEpWIn NCMOMb3YeTCa ANA yKa3aHna Tuna npoTokona. Mpumepamu
NPOTOKOA0B MOryT 6biTb TCP, UDP 1 ICMP. CnNincoK NPOTOKOJIOB MOXXHO NMOCMOTPETH
B (hanine /etc/protocols. Mpexae BCero, B Ka4eCTBE MMEHM NPOTOKOJ1a B AAHHbINA
KpUTEepuin MOXXHO NepefaBaTh O4WH U3 TPeX BbllLeyNOMAHYTbIX MPOTOKOJI0B, a
TaKxe KnoyeBoe cnoBo ALL. B kayecTBe NpoToKoNa [0ONyCKaeTcs nepefasaTb
4nCI0 - HOMEP NPOTOKOA, Tak Hanpumep, npoTokoay ICMP cooTBeTCTBYET YmMcno 1,
TCP - 6 1 UDP - 17. CooTBETCTBUA MEXAY HOMEpaMU NPOTOKOJIOB U UX UMEHAMU Bbl
MOXXeTe nocMoTpeThb B hale /etc/protocols, KOTopbli yxe ynoMmmHancsa. Kputepuio
MOXKET nepefiaBaTbCs U CMUCOK NPOTOKOOB, pa3fefieHHbIX 3ansaTbiMy, HanpuMep
Tak: udp,tcp (XoTs aBTOp U yKa3biBaeT Ha BO3IMOXXHOCTb Nnepefayn cnuncka
NPOTOKO/OB, TEM HE MeHee BaM BPAT M yaacTcs 3To caenats! Kctatu, man
iptables sBHO oroeapvBaeT, 4TO B LJaHHOM KpUTEepuUn MoXeT BbiTb YyKa3aH TObKO
O0AMH NPOTOKOJ1. MoXeT BbITb 3TO pacluMpeHne nmeeTcsa B patch-o-matic? npum.
nepes.) Ecan faHHOMY KpuTepuio nepefaeTcs YMcaoBoe 3HavyeHne 0, To 3To
3KBMBANEHTHO MCMNOJIb30BaHMIO cneundukaTopa ALL, KOTopbI nogpasyMeBaeTcs no
YMOJIHaHUIO, KOraa Kputepuin -protocol He ncnonb3syeTcs. s nornyeckon
WHBEPCUW KpUTepus, nepes MMeHeM NpoTokoa (CNMCKOM NpoTOKOJ10B)
ncnonb3yetca cumeon !, Hanpumep -protocol ! tcp nogpa3symeBaeT nakeThl
npotokonos, UDP n ICMP.

-S, —Srg,
—source

iptables -A
INPUT -s
192.168.1.1

IP-apgpec(a) nctovyHmKa nakeTa. Agpec NCTOYHMKA MOXKET yKa3blBaTbCA Tak, Kak
noka3aHo B NpuMepe, TOrAa noApasyMmeBaeTCs e4MHCTBEHHbIN IP-agpec. A MOXXHO
yKa3aTb afpec B Buae address/mask, Hanpumep kak 192.168.0.0/255.255.255.0,
nnu 6onee coppeMeHHbIM cnocobom 192.168.0.0/24, T.e. hakTUYeCcKmn onpenensas
LmanasoH aapecoB Kak v paHee, CUMBOJ !, yCTaHOBNEHHbIN Nepes afpecom,
03Ha4aeT Nornyeckoe oTpuuaHue, T.e. -source ! 192.168.0.0/24 o3Ha4vaeT nobon
aapec Kkpome agpecos 192.168.0.x.

-d, —dst,
—destination

iptables -A
INPUT -d
192.168.1.1

IP-agpec(a) nonyvaTtens. IMeeT CUHTAKCMC CX0XKWIA C KPUTEPUEM -SOUrCe, 3a
NCKJII0YeHMeM TOro, 4YTo nogpasymeBaeT afpec MecTa Ha3HavyeHus. ToYHO Tak Xe
MOXXET OMnpefenaTh Kak eANHCTBEHHbIV IP-agpec, Tak 1 Anana3oH agpecos. CMMBON
I ucnonb3yeTcs ANd NOrMY4eCcKon MHBEPCUMN KPpUTEPUS.

-i, —in-
interface

iptables -A
INPUT -i etho

WNHTepdeiic, ¢ koToporo 6kl NoslyYeH nakeT. MIcNosb30BaHMWE 3TOr0 KpUTepus
JonyckaeTtcs Tonbko B Lenoykax INPUT, FORWARD n PREROUTING, B ntobbix gpyrux
cnyyasax 6ynet Bbi3biBaTb Co0bLLeHMe 06 owmnbke. MNpu 0TCYTCTBUM 3TOr0 KpUTEPUS
npegnonaraetca No6on NHTepdenc, 4To PaBHOCUIIbHO UCMOJIb30BaHMWIO KPUTEPUS -i
+. Kak v npexpae, cumBos | MHBEPTUPYET pe3ynbTaT coBrnageHuns. Ecnv nmsa
nHTepdelica 3aBepLlaeTCa CUMBOJIOM +, TO KpUTEpUii 3ajaeT BCe NHTepdenchl,
Ha4YMHaloLWMecs C 3a4aHHON CTPOKK, Hanpumep -i PPP+ obo3HadvaeT noboin PPP
nHTepdeNnc, a 3annck -i ! eth+ - noboit MHTepdeic, kpome ntoboro eth.

-0, —out-
interface

iptables -A
FORWARD -0
etho

3afaeT MM$ BbIXOLHOMO MHTepdenca. ITOT KpUTEPUIA BONYCKAeTCA NCMOIb30BaTh
ToNbKO B uenovkax OUTPUT, FORWARD n POSTROUTING, B NpOTUBHOM Cnyyae
6yneT reHepupoBaTbCs coobuieHune 06 ownbke. Mpy OTCYTCTBUM 3TOrO KPUTEPUS
npeanonaraetcs ntobon nHTepdenc, 4To paBHOCUILHO NCMOJIb30BaHUIO KPUTEPUS -
0 +. Kak 1 npexae, cumBoJ ! MHBEPTUPYET pe3ynbTaT coBrnageHuns. Ecnv nmsa
NHTepdelca 3aBepLlaeTcsa CUMBOJIOM +, TO KPUTEPUI 3afa€eT BCe MHTEPdENCHI,
HaYyMHaloLWMECS C 3alaHHON CTPOKK, Hanpumep -0 eth+ obo3HayvaeT nobon eth
NHTepgeNnc, a 3anuck -0 ! eth+ - niobon nHTepdenc, kpome nboro eth.

-f, —fragment

iptables -A
INPUT -f

MpaBuno pacnpocTpaHAETCa Ha BCe hparMeHTbl hparMeHTUPOBAHHOMO NakeTa,
KpoMe nepBoro, CAeslaHo 3TO MOTOMY, YTO HET BO3MOXHOCTM ONpeaennTb
ncxoasLWmMn/BXoaaLWmMin NopT AN hparMeHTa nNakeTa, a ans ICMP-nakeTos
onpenennTb ux Tun. C NOMOLLbIO (PparMeHTUPOBAHHbLIX NakeToB MOryT
NPoOun3BOAMTLCA aTaku Ha Baw BpaHAMayap, Tak Kak (hparMeHTbl MaKeTOB MOTYT He
0TNIaBAMBaTbLCA APYrvMu npasuiaMu. Kak v paHblue, JoNyCKaeTCs UCNoJib30BaHUA
cuMmBoONna ! AN NHBepCUM pesysibTaTta CpaBHEHUS. TOIbKO B JAHHOM Cily4ae CUMBON
| poJKeH npepLwecTsoBaTb Kputeputo -f, Hanpumep ! -f. HBepcus kputepusa
TPaKTyeTCsa KaK «BCe nepBble PparMeHTbl PparMeHTUPOBAHHbLIX NAKETOB /1N
He(parMeHTUpPOBaHHbIE MaKeTbl, HO HE BTOpbIE 1 NocheaytoLne parMeHThbl
hparMeHTMPOBaHHLIX MNAaKeTOB».

HesBHblIe KpuTEpum

KpuTepum, KoTopble NOArPYXalTCA HEABHO U CTAHOBATCA AOCTYMHbI, HANpUMep Npu yKasaHun kputepusa -protocol tcp. Ha
CerofgHAWHNA OeHb CyWecTBYeT TPU aBTOMaTUYECKN NOArpYXaeMblx pacwunperHns, 3to TCP kpuTepun, UDP KpuTepun 1
ICMP kpuTepuu (Mpu NOCTPOEHUN CBOMX MPaBUI 1 CTONIKHYACS € HEOOXOAMMOCTbLIO ABHOMO yKa3aHus Kj4a -m tcp, T.e. 0
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HEeABHOCTM 34eCb FOBOPUTL HE MPUXOANTCA, MO3TOMY ByabTe BHUMaTE/IbHEEe MpU MOCTPOEHNM CBOMX MPaBW, €CJIN YTO-TO He
npet - npobynte ABHO yKa3biBaTb HEOOXOAMMOE pacliMpeHne. NpuM. nepes.). 3arpyska 3TUX paclUMPeHNin MoXeT
NPOU3BOAMTLCA U ABHLIM 06pa30M C MOMOLLbIO KJtoYa -m, -match, Hanpumep -m tcp. 6.4.2.1. TCP kpuTepum

370T Habop KpUTepmMeB 3aBMCUT OT TUMNa NPOTOKONa U paboTaeT Tonbko ¢ TCP nakeTamMu. YTobbl NCMONL30BaTL WX, BaM
notpebyeTcs B NpaBunax ykasbiBaTb TUMN NpPoTOKoNa -protocol tcp. BaxkHo: kpuTepuin -protocol tcp 06s3aTenbHO LOSHKEH
CTOATb Nepen cneunduyHbIM KpUuTeprnem. 3TU paclUMPEHUS 3arpy>XatTcs aBTOMaTUYECKN Kak ans tcp npoTokona, Tak u
ans udp u icmp npoTokonoB. (O HesBHOWM 3arpy3Ke paclUMpPeHWiA 8 y>Ke YNOMKUHaN Bbille NpuM. Nepes.).

TCP Kputepum

KpuTepuir -sport, -source-port Mpumep iptables -A INPUT -p tcp -sport 22 OnucaHne icxoOHbIA NOPT, C KOTOPOro 6bin
OTMNpaB/eH NakeT. B KayecTBe NapamMeTpa MOXKET YKa3blBaTbCA HOMEP NopTa WK Ha3BaHue ceTeBomn cnyxbbl. CooTBeTCTBMNE
UMEH CEepBMNCOB U HOMEPOB MOPTOB Bbl CMOXETE HaNTW B (hanne /etc/services. Mpn yKasaHWM HOMEPOB NOPTOB NpaBuna
oTpabaTbiBalOT HeCKONbKO BbiCTpee. 0fHAaKoO 3T0 MeHee yaobHo npu pa3bope ANCTUHIOB CKPUNTOB. ECnm e Bbl
cobupaeTech co3faBaTb 3Ha4YNTENbHbIE MO 06beMy Habopbl NPaBWI, CKaxeM MNOpsiKa HECKOJIbKMX COTeH n Bonee, TO TyT
npeanoyTUTEbHee NCMNOoAb30BaTh HOMepa NOpPTOB. HoMepa NOpTOB MOryT 3aflaBaThCs B BULE MHTEPBaa N3 MUHUMAJIbHOIO
N MaKCMManbHOro HOMepoB, Hanpumep -source-port 22:80. ECnu onyckaeTcs MUHMMAbHbBIA NOPT, T.e. KOrga Kputepun
3anuncblBaeTCsa Kak -source-port :80, To B KayeCcTBe HayYana AgmanasoHa npuHumaeTtcsa 4mucno 0. Ecnm onyckaeTcs
MaKCUMasbHbIA NMOPT, T.€. KOrAa KpUTepuin 3anmncbiBaeTCs Kak -source-port 22:, TO B Ka4eCTBe KOHLA AMana3oHa
npuHnMaeTcs Yucno 65535. lonyckaeTca Takas 3anunce -source-port 80:22, B 3ToM cniyyae iptables nomeHseT yncna 22 n 80
MecTamu, T.e. nogobHoro poaa 3anuce byaeT npeobpasosaHa B -source-port 22:80. Kak 1 paHblue, CMMBOJ ! UCNOJIb3yeTCA
ONns nHBepcuu. Tak KpuTepun -source-port ! 22 nogpasymeBaeT ntoboi NopT, KpoMe 22. VIHBepCUs MOXET MPUMEHATLCA U K
Avana3oHy MopToB, HanpuMmep -source-port ! 22:80. 3a goNoAHUTENbHOR MHGpOpMaumen obpallanTecb K ONMCaHUIO
KpuTepus multiport. Kputepuin -dport, -destination-port Mpumep iptables -A INPUT -p tcp -dport 22 Onucanwue MopT nam
Avana3oH NopTOB, Ha KOTOPLIM aApecoBaH nNakeT. ApryMeHThbl 3a4at0TCcs B TOM xe dopmaTe, 4To 1 Aas -source-port.
KpuTtepuin -tcp-flags Mpumep iptables -p tcp -tcp-flags SYN,FIN,ACK SYN OnucaHue OnpenenseTt macky u ¢narm tcp-nakeTa.
MakeT cyMTaeTCs yOo0BAETBOPAOLLUM KPUTEPUIO, €C/TN U3 NepeyvncieHHbIX (haaros B NepBOM CNUCKE B €AMHUYHOE COCTOsHME
yCTaHOBAEHbI (paru n3 BTOPOro Cnncka. Tak 415 BblLeyKa3aHHOro npruMepa noL KpUtTepuin nognafatoT nakeTbl y KOTOPbIX
tnar SYN yctaHoBneH, a cnaru FIN n ACK cbpolueHbl. B ka4ecTBe apryMeHTOB KpuTepus MoryT BbiCTynaTb dnaru SYN, ACK,
FIN, RST, URG, PSH, a Tak e 3ape3epBupoBaHHble naeHTudukaTopbl ALL 1 NONE. ALL - 3Ha4mT BCE cdnarm n NONE - HUA
OOWH cnar. Tak, kputepuin -tcp-flags ALL NONE o3HavaeT - «Bce hiary B nakeTe f0/KHbI 6bITb COpoLLeHbl». Kak 1 paHee,
CMMBOJ1 | 03Ha4YaeT UHBEPCUIO KpuTepua Ba)kHO: uMeHa (laroB B KaXXAOM CMUCKE OOJIKHbI pa3fensaTbCs 3ansaTbiMu,
npobenbl CnyxaT ons pasgeneHns cnuckos. Kputepun -syn Mpumep iptables -p tcp -syn Onucanme Kputepuin -syn asnseTcs
Mo CyTW PesIMKTOM, Mepeko4yeBaBWUM K3 ipchains. KpuTepnio COOTBETCTBYIOT MakeTbl C yCTaHOBAEHHbIM narom SYN u
cbpoweHHbiMn tnaramm ACK n FIN. 9T0T kpuTepuin aHanormyeH kputeputo -tcp-flags SYN,ACK,FIN SYN. Takme nakeTbl
NCMNONb3YyTCA AN OTKPbITUS coeamHeHms TCP. 3abnoknpoBaB Takmne NakeTbl, Bbl HAleXHO 3abnokupyeTe BCe BXoasLme
3aMpockl Ha CoefMHeHNe, 0AHaKOo 3TOT KpuTepuid He cnocobeH 3aba0KMpoBaTh NCXOAALWME 3anpockl Ha coegnHeHne. Kak un
paHee, [ONyCKaeTCd WHBEPTUPOBaHME KpuTepus cuMBosioM !, Tak KpuTepuin ! -syn o3Ha4vyaeT - «BCe MaKeThl, He
ABNAOLLMECS 3aNPOCOM Ha COeMHEHME», T.e. BCe NaKeTbl C ycTaHoBAeHHbIMU hnaramu FIN nnn ACK. Kputepui -tcp-option
Mpumep iptables -p tcp -tcp-option 16 OnucaHue YLOBNETBOPSIOWMM YCIOBUIO AaHHOMO Kputepus byaeTt ByneT cyntaThbCs
nakeT, TCP napameTp KOTOpOro paBeH 3afaHHoMy 4ucay. TCP Option - 3To 4yacTb 3arosioBka naketa. OHa cocTouT u3 3
pa3nnyHbix nonein. Mepsoe 8-mn 6UTOBOE MoNE COQEPXKUT NMHGPOPMaLnto 06 oNUUSAX, NCMOb3YEMbIX B LaHHOM COeANHEHWN.
BTopoe 8-mu 6uTOoBOE NONe CcoAepXMWT ANMHY Mons onuwi. Ecnu cnepoBaTb CTaHAapTaM L0 KOHUa, TO ClefoBaso bbl
peann3osBaTb 06paboTKy BCeX BO3MOXHbIX BapUMaHTOB, O4HaK0, BMECTO 3TOr0 Mbl MOXEM MPOBEPUTHL NepBoe none v B
cnyyae, eCcay TaM yKasaHa HenogaepxmBaemas HawuMm 6paHaMayspoM Onuus, TO MPOCTO MepellarHyTh Yepes TpeTbe noje
(BNMHa KOTOPOro CoOAepXXMUTCA BO BTOPOM Mose). MakeT, KoTopbli He byneT nmeTh nosnHoro TCP 3aronoBka, byaet cbpoLueH
aBTOMATMYeCKM Npu noneiTKe nlyyveHus ero TCP napameTpa. Kak n paHee, 0ONyCKaeTCs NCNOJb30BaHMe (hylara UHBEPCUM
ycnosua !, lononHuTenbHyo nHgopmaunio no TCP Options Bbl cMoXeTe HaTu Ha Internet Engineering Task Force 6.4.2.2.
UDP kputepumn

B naHHOM pa3pene byayT paccMaTpuBaTbCa KpUTepuu, cneunduyHblie ToNbko Ans npotokona UDP. 3Tn pacwwupenmns
NOArpYy>XXalTCa aBTOMaTMYeCKN MPW YKasaHUM Tuna npoTokona -protocol udp. BaxHo oTMeTWTb, 4TO nakeTbl UDP He
OPWEHTMPOBAHbI Ha YCTaHOBJIEHHOE COeJUHEHWE, U MO3TOMY He MMEIOT Pa3finyHbIX hJlaros KOTopble JaloT BO3MOXHOCTb
CyaOuTb O npeAHa3HavyeHun pgatarpamm. MNonyyveHne UDP nakeTos He TpebyeT Kakoro nbo noaTBep>XAEHNS CO CTOPOHbI
nonyyatens. ECIM OHM MOTepPAHbI, TO OHW NPOCTO NoTepsHbl (He Bbi3biBas nepepavy ICMP coobueHns o6 ownbke). 310
npegnonaraeT Haanyme 3Ha4YNTEeNIbHO MeHbLUEero Y1csia LOMNoJIHUTENbHbIX KpuTepres, B oTanyme ot TCP nakeTos. BaxkHo:
Xopowwnn 6bpaHamaysp posxkeH pabotaTb ¢ naketamu nwboro Tuna, UDP unm ICMP, KoTopble CYMTalOTCA He
OPVEHTUPOBAHHLIMU Ha COEAMHEHNE, TaK Xe xopowo Kak u ¢ TCP naketamu. O6 3TOM Mbl MOroBOPMM MO34HeEE, B
cnefyoLwmnx rnasax.
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UDP Kputepumn

KpuTepuin -sport, -source-port Mpumep iptables -A INPUT -p udp -sport 53 OnncaHne VIcxoaHbI NopT, C KOTOporo 6ein
OTMNpaBJ/ieH NakeT. B kayecTBe NapamMeTpa MOXXET yKa3blBaTbCA HOMEp NopTa WK Ha3BaHue ceTeBomn cayxbbl. CooTBeTCTBME
MMeH CEPBMCOB M HOMEPOB NMOPTOB Bbl CMOXeTe HanTu B anne other/services.txt. Mpu yka3aHWm HOMepPOB NOPTOB NMpaBua
oTpabaTbiBalOT HECKONbKO BbicTpee. 04HAKO 3T0 MeHee ynobHo npu pa3bope ANCTUHIOB CKPUNTOB. ECam e Bbl
cobupaeTech co3faBaTb 3Ha4YUTesbHbIE MO0 06bEeMY Habopbl NPaBusl, CKaXKeM NopsafKa HECKONbKMX COTeH 1 bonee, To TyT
npeanoyTUTENIbHEE UCNOJIb30BaTbh HOMepa NopToB. HoMepa NopTOB MOryT 3aflaBaThbCs B BUAE MHTEpBana U3 MAHUMaAbHOrO
N MaKCuMasibHOro HoMepoB, Hanpumep -source-port 22:80. Eciiv onyckaeTcs MUHUMasbHBIA NOPT, T.e. KOrga KpuTepun
3anuncbiBaeTCs Kak -source-port :80, TO B KayecTBe Ha4Yana AguanasoHa npuHumaeTtca 4mucno 0. Ecam onyckaeTcs
MaKCUMasbHbIN NOPT, T.€. KOrha KpUTepuin 3anucbiBaeTCs Kak -source-port 22: , To B KayecTBe KOHLA Anana3oHa
npuHuMaeTcs Yucno 65535, [lonyckaeTcs Takas 3anucb -source-port 80:22 , B 3TOM ciiy4yae iptables nomeHseT Yucna 22 n
80 mecTamu, T.e. nogobHoro poaa 3anncb byneT npeobpa3oBaHa B -source-port 22:80 . Kak 1 paHbwe, cumBon !
NCNoNb3yeTcs ANA UHBepcun. Tak KpuTepuin -source-port | 22 nogpasymesaeT atobon nopT, Kpome 22. ViHBepCcHUa MoXeT
NPUMEHATBLCA U K ArMana3oHy NopTo., Hanpumep -source-port | 22:80. Kputepun -dport, -destination-port Mpumep iptables -A
INPUT -p udp -dport 53 OnucaHue MNopT, Ha KOTOpPLIN agpecoBaH naket. PopMaT apryMeHTOB MOJHOCTbIO aHaNOrMyeH
NPUHATOMY B KpUuTepun -source-port.

ICMP Kputepum

3TOT NPOTOKOA UCMOMb3YeTCH, Kak NpaBuo, Ans nepeaayn coobuweHunin 06 owmnbkax n ona ynpasneHusa coeanHeHmem. OH
He ABASEeTCA MOAYUHEHHbIM IP MPOTOKOMY, HO TECHO C HUM B3aMMOAENCTBYeT, NMOCKOAbKY noMmoraeT obpabaTbiBaTb
owmnboyHble cutyaumuu. 3aronoeku ICMP NakeToB 04eHb MOXOXW Ha IP 3arofnoBkKW, HO UMEIOT W OTANYKUS. [NaBHOe CBONCTBO
3TOro NPOTOKOJ1a 3aK/0YaeTCA B TUME 3aro0BKa, KOTOPbIA COLEPXUT NMH(OPMaLMO 0 TOM, 4TO 3TO 3a nakeT. Hanpumep,
Korga Mbl NblITaeMcs COeANHNTLCS C HELOCTYMHbLIM XOCTOM, TO Mbl MOJy4uM B oTBeT coobueHne ICMP host unreachable.
MonHbI cnucok Tunos ICMP cooblweHnid, Bbl MOXXeTe NOCMOTPETb B npunoxxeHun Tunbl ICMP. CyliecTByeT TONbKO OAUH
cneunduyHbin Kputepuin ana ICMP nakeToB. 3TO pacluMpeHne 3arpy)KaeTcs aBTOMaTUYEeCKMW, KOrha Mbl YKa3blBaeM
KpuTepun -protocol icmp. 3ameTbTe, 4TO ANna nposepkn ICMP nakeToB MOryT ynoTpebnaTecs n oblime Kputepun, NOCKOAbKY
M3BECTHbI N afpec UCTOYHMKA N afpec Ha3Ha4YeHuns v np.

Kputepuin -icmp-type Mpumep iptables -A INPUT -p icmp -icmp-type 8 OnucaHne Tun coobuweHuns ICMP onpenensiertcs
HOMEpPOM MaN NUMeHeM. Yucnosble 3HavyeHnsa onpegensaoTcd B RFC 792, Y1066l nony4nTb cnncok nmeH ICMP 3HaveHuUn
BbINOJIHNTE KOMaHAy iptables -protocol icmp -help, nan nocmoTpute npunoxerHune Tunsl ICMP. Kak 1 paHee, cumBon !
WHBEPTUPYET KpuTepui, Hanpumep -icmp-type ! 8.

CcbinIKM

NCTOYHNK
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