Let's Encrypt

Let’s Encrypt (B nepeBoge C aHriMinckoro: [aBanTe WMMpPoBaTb) — LEHTP CepTudmKaumm, Havyaswun paboTy B beTa-
pexume ¢ 3 pgekabpsa 2015 roga, npefnocTaBnswWmii 6ecnnaTHble KpunTorpaduyeckne ceptugumkatel X.509 gns TLS
wnpoBaHma (HTTPS). Mpouecc Bblga4ym cepTUGUNKATOB MOJHOCTHIO aBTOMAaTN3MPOBaH.

MpoekT Let’'s Encrypt co3paH ana toro, 4Ttobbl 60nblasg YacTb UHTEPHET-CAaNTOB CMOraa NepeiTun K WnNdpPoBaHHbLIM
noaknoyeHmam (HTTPS). B oTanyme oT KOMMEpPYeCKMX LEHTPOB CepTudmkaunm, B LaHHOM npoekTe He TpebyeTcs onnaTa,
nepekoHdurypauna seb-cepsepos, MCNOAb30BaHNE 3/IEKTPOHHON NoYThl, 06paboTKa NPOCPOYEHHbIX CEPTU(MNKATOB, HTO
LenaeT NPoLecc yCTaHOBKM U HAacTPOMKKU TLS-wmngpoBaHnsa 3Ha4MTeNbHO 6osiee NpoCcTbiM. Hanpumep, Ha TUNUYHOM Beb-
cepBepe Ha 6a3e Linux, TpebyeTca NCnosHMTL ABE KOMaHAbl, KOTOpbIe HAacTPOAT HTTPS wudpoBaHme, Nosy4aT U yCTaHOBAT
cepTuguKaT npumepHo 3a 20-30 cekyHa.

MakeT C yTMANTaMMN aBTOHACTPOMKMN 1 NOJyYeHUs cepTudUKaTa BKAOYEH B oduLMabHble penos3uTapun auctpubyTuea
Debian. Pa3zpaboTymku nonynspHeix 6paysepos, Mozilla n Google HamepeHbl MOCTENEHHO OTKA3aTbCA OT MOAAEPXKMN
He3awngpoBaHHOro NpoTokona HTTP nyTéM 0TKa3a OT NOAAEPXKMN HOBbIX Beb-CTaHAapTOB ANs http-canTos.

https://letsencrypt.org/

Let's Encrypt wildcard

Certbot

Certbot — Habop ckpynNTOB AN aBTOMaTU3aLIMKM MPOLECCOB CO3AaHua 1 06HOBNeHNs cepTudukaTos Let's Encrypt.
https://certbot.eff.org

Certbot documentation

acme.sh

acme.sh anbTepHaTuBa Certbot
https://github.com/Neilpang/acme.sh

LeHTp cepTudukaumm Let's Encrypt [AiiTu 6ybeH]

Apache

Hactponka Apache non Debian 8 (jessie).

Mpumepebl annos 3gech.

Debian 9 (stretch)

1. YcTaHaB/ivMBaeM HeobxoaMMble MaKeTbl:
apt-get install certbot python-certbot-apache
2. Hactpausaem Apache:

certbot --apache

MpoBsepka:

1/6


http://sysadminmosaic.ru/debian/debian
https://letsencrypt.org/
http://sysadminmosaic.ru/letsencrypt/wildcard
https://certbot.eff.org
https://certbot.eff.org/docs/
https://github.com/Neilpang/acme.sh
https://wiki.dieg.info/let_s_encrypt#acmesh_alternativa_certbot
https://wiki.dieg.info/let_s_encrypt#acmesh_alternativa_certbot
https://wiki.dieg.info/let_s_encrypt#acmesh_alternativa_certbot
http://sysadminmosaic.ru/apache/apache
http://sysadminmosaic.ru/debian/debian
http://sysadminmosaic.ru/apache/examples#let_s_encrypt
http://sysadminmosaic.ru/apache/apache

e Crnncok cepTMUKaToB U BO3SMOXKHOCTb MX 06HOBNEeHUs (automatic renewal)
certbot renew --dry-run
e [laHHble 0 3a4aHUKN aBTOOOHOBNEHMS

systemctl list-timers grep certbot.timer

https://certbot.eff.org/lets-encrypt/debianstretch-apache

Debian 8 (jessie)

CertBot: Apache on Debian 8 (jessie)

1. YcTaHaBAnBaeM HEOOX0AUMbIE NAKETI:

apt-get install python-certbot-apache -t jessie-backports
Ecnn Heobx04MMO, TO MOLHO YCTaHOBUTL MAKET C AOKYMEHTaLMEN:
apt-get install python-certbot-doc

2. Hactpausaem Apache

certbot --apache

B npouecce HacTpoiku nporpamma byaeT 3afaBaTb psf BONPOCOB

Ecnn Bo3HmKaeT owmnbka
Expected </VirtualHost> but saw </VirtualHost></IfModule>
Hy>KHO BbINONHNTL:

f etc/apache2/sites-available/*; sed -i '$a\' "$f";

1 NOBTOPUTL KOMaHAY HaCTPOKM,

B cnyvae YCI'IEU.IHOVI YCTaHOBKW Bbl yBNOWUTE NO34PaBJIEHNE!

Congratulations! You have successfully enabled
https://wiki.yola.ru

A Takxe npeanoxxeHume BbINOJIHUTL aHa1N3 Ballero canTa:

You should test your configuration at:
https://www.ssllabs.com/ssltest/analyze.html?d=wiki.yola.ru

Debian 7 (wheezy)
Hactponka Apache nog Debian 7 (wheezy).

Apache on Debian 7 (wheezy)

(#~“Fix Me! ;
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https://certbot.eff.org/lets-encrypt/debianstretch-apache
https://certbot.eff.org/#debianjessie-apache
http://sysadminmosaic.ru/apache/apache
http://sysadminmosaic.ru/apache/apache
http://sysadminmosaic.ru/debian/debian
https://certbot.eff.org/#debianwheezy-apache

MouTa

Dovecot

Postfix

CepTudmkatsl Let’'sEncrypt n Postfix,Courier-pop/imap nnu Dovecot | B10KHOT 06bI4HOr0 agMUHa =)

ObHoBneHue ceptucdukarta

Mockonbky cepTudukat Let's Encrypt Boigaércs Ha 90 fHen, HYy)KHO HacTPOUTbL aBToOMaTnyYeckoe 0bHOBIEHNE cepTudmKaTa.

B nakeTte ana Debian npucyTcTByeT hann HacTporku ona Cron KOTOPLIA BLIMOMHAET NpoLEeaypy NPOBEPKN CPOKa AENCTBMUA
cepTuduKaTa 1 BbINOSHAET ero 06HOBMEHNE TOIbKO B TOM C/ly4ae, eC/n A0 OKOHYaHUs AeicTBUs cepTudumkaTta octaérca 30
Mnn ™MeHee pfHen. [pPoTOKON BbINOAHEeHUA npouepypbl 06HOBAEHWS 3anucbiBaeTca B Gann
/var/log/letsencrypt/letsencrypt.log. BoT 370 cdawnn gna Cron:

/etc/cron.d/certbot
/etc/cron.d/certbot: crontab entries for the certbot package
Upstream recommends attempting renewal twice a day

Eventually, this will be an opportunity to validate certificates
haven't been revoked, etc. Renewal will only occur if expiration
# 1is within 30 days.
SHELL=/bin/sh
PATH=/usr/local/sbin:

#
#
#
#
#
#

usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin

0 12 root test
int(rand(3600))"'

-X /usr/bin/certbot -a \! -d

certbot -q renew

run/systemd/system perl -e 'sleep

Py4yHoe oOHOBNEHue
Tak)Xe MOXXHO BPYYHYI0 HacTpouTb Cron, BOT NpumMep:

14 * * 1 /usr/bin/certbot renew >> /var/log/letsencrypt/certbot-renew.log

3aMeHa pannoB Kjlo4a nocse obHoBNeHus

3ameHa phaiinoB Knkoya B Apache:

apache-ssl_keys-change.sh

#!/bin/bash

prefix="'domain.ru'
file private='privkey.pem'
file cert='cert.pem’

pathl=/etc/letsencrypt/live
path2 private=/etc/ssl/private

# npegukc
# uMs avina kao4a
# nmsa cepTugukaTta

# nNyTb K NICXOAHbIM (haviiam
# NyTb KOHEYHbIM haviiam private
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http://sysadminmosaic.ru/dovecot/dovecot#letsencrypt
http://sysadminmosaic.ru/postfix/postfix#letsencrypt
https://rusua.org.ua/2017/03/10/sertifikaty-letsencrypt-i-postfixcourier-popimap/
https://rusua.org.ua/2017/03/10/sertifikaty-letsencrypt-i-postfixcourier-popimap/
https://rusua.org.ua/2017/03/10/sertifikaty-letsencrypt-i-postfixcourier-popimap/
https://rusua.org.ua/2017/03/10/sertifikaty-letsencrypt-i-postfixcourier-popimap/
https://rusua.org.ua/2017/03/10/sertifikaty-letsencrypt-i-postfixcourier-popimap/
https://rusua.org.ua/2017/03/10/sertifikaty-letsencrypt-i-postfixcourier-popimap/
https://rusua.org.ua/2017/03/10/sertifikaty-letsencrypt-i-postfixcourier-popimap/
http://sysadminmosaic.ru/cron/cron
http://sysadminmosaic.ru/_export/code/letsencrypt/letsencrypt?codeblock=11
http://sysadminmosaic.ru/cron/cron
http://sysadminmosaic.ru/apache/apache
http://sysadminmosaic.ru/_export/code/letsencrypt/letsencrypt?codeblock=13

path2 cert=/etc/ssl/certs # MyTb KOHEYHbIM haviiam cert

filel private=$pathl$prefix/$file private # MOSHBIV MYyTb U UMSI UCXOAHOMO KJIH0Ya
filel cert=$pathl$prefix/$file cert # NONHbIVI MYyTb U UMSI UICXOAHOIO CEpTUPUKATA
file2 private=$path2 private$prefix" "$file private # nosHbIV MyTb 1 UMS KOHEYHOIO KJOYa
file2 cert=$path2 cert$prefix' '$file cert # MOJIHBIVI MYTb Y UM KOHEYHOrO cepTUrKaTa

cp -f $filel cert $file2 cert
cp -f $filel private $file2 private
chmod 0600 $file2 private

service apache2 reload

TLS-SNI-01 validation is reaching end-of-life

(£ Fix Me! )

Hy>xeH certbot Bepcuun cTapLue 0.28

certbot-update.sh
#!/bin/bash
apt-get remove certbot
cd /usr/local/sbin

wget https://dl.eff.org/certbot-auto
chmod a+x certbot-auto

BbINONHSAEM 415 MPOBEPKU:
usr/local/sbin/certbot-auto renew

Mpumep 3agaHus gns Cron

0 0,12 usr/bin/python -c 'import random; import time; time.sleep(random.random() * 3600)'
usr/local/sbin/certbot-auto renew

How to stop using TLS-SNI-01 with Certbot - Client dev - Let's Encrypt Community Support

Install Certbot for Apache on Debian 8 (jessie)

CcbinIkM

https://ru.wikipedia.org/wiki/Let's_Encrypt

Certbot: An automatic client for enabling HTTPS on your website.
https://wiki.debian.org/ru/LetsEncrypt

YcTaHoBKa ssl cepTudgukaTta Apache ot Lets Encrypt

Co3paHue ceptudukata Let's Encrypt ans Apache B Debian 8
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http://sysadminmosaic.ru/_export/code/letsencrypt/letsencrypt?codeblock=14
http://sysadminmosaic.ru/cron/cron
https://community.letsencrypt.org/t/how-to-stop-using-tls-sni-01-with-certbot/83210
https://certbot.eff.org/lets-encrypt/debianjessie-apache
https://ru.wikipedia.org/wiki/Let's_Encrypt
https://certbot.eff.org
https://wiki.debian.org/ru/LetsEncrypt
https://losst.ru/ustanovka-ssl-sertifikata-apache-ot-lets-encrypt
https://losst.ru/ustanovka-ssl-sertifikata-apache-ot-lets-encrypt
https://losst.ru/ustanovka-ssl-sertifikata-apache-ot-lets-encrypt
https://losst.ru/ustanovka-ssl-sertifikata-apache-ot-lets-encrypt
https://losst.ru/ustanovka-ssl-sertifikata-apache-ot-lets-encrypt
https://losst.ru/ustanovka-ssl-sertifikata-apache-ot-lets-encrypt
https://www.8host.com/blog/sozdanie-sertifikata-lets-encrypt-dlya-apache-v-debian-8/
https://www.8host.com/blog/sozdanie-sertifikata-lets-encrypt-dlya-apache-v-debian-8/
https://www.8host.com/blog/sozdanie-sertifikata-lets-encrypt-dlya-apache-v-debian-8/
https://www.8host.com/blog/sozdanie-sertifikata-lets-encrypt-dlya-apache-v-debian-8/
https://www.8host.com/blog/sozdanie-sertifikata-lets-encrypt-dlya-apache-v-debian-8/
https://www.8host.com/blog/sozdanie-sertifikata-lets-encrypt-dlya-apache-v-debian-8/

Letsencrypt: Expected </VirtualHost> but saw </VirtualHost></IfModule>
https://github.com/sprokhorov/zabbix_letsencrypt

How To Secure Nginx with Let's Encrypt on Debian 8

opennet.ru: Bctynunu B cuny TpeboBaHNA K yL0CTOBEPSIOWMUM LieHTpaM no npoeepke CAA-3anucelt B8 DNS
opennet.ru: cnonb3osaHne CAA 3anucen B DNS ang 3awwimThl OT reHepauun GuKTMBHbIX HTTPS-cepTudukaTos
opennet.ru: Let's Encrypt 3aHan 36% pbiHKa yA0CTOBEPSAIOLLNX LIEHTPOB

opennet.ru: MpoekT Let's Encrypt BBEN B cTpon npoTtokon ACMEV2 1 noaaep»XKy Macok

How to secure Postfix using Let's Encrypt - UpCloud
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http://askubuntu.com/questions/813608/letsencrypt-expected-virtualhost-but-saw-virtualhost-ifmodule
https://github.com/sprokhorov/zabbix_letsencrypt
https://www.digitalocean.com/community/tutorials/how-to-secure-nginx-with-let-s-encrypt-on-debian-8
http://www.opennet.ru/opennews/art.shtml?num=47168
http://www.opennet.ru/opennews/art.shtml?num=47168
http://www.opennet.ru/opennews/art.shtml?num=47168
http://www.opennet.ru/opennews/art.shtml?num=47168
http://www.opennet.ru/opennews/art.shtml?num=47168
http://www.opennet.ru/tips/3028_ssl_https_caa_cert_dns.shtml
http://www.opennet.ru/tips/3028_ssl_https_caa_cert_dns.shtml
http://www.opennet.ru/tips/3028_ssl_https_caa_cert_dns.shtml
http://www.opennet.ru/tips/3028_ssl_https_caa_cert_dns.shtml
http://www.opennet.ru/tips/3028_ssl_https_caa_cert_dns.shtml
http://www.opennet.ru/tips/3028_ssl_https_caa_cert_dns.shtml
http://www.opennet.ru/tips/3028_ssl_https_caa_cert_dns.shtml
http://www.opennet.ru/tips/3028_ssl_https_caa_cert_dns.shtml
http://www.opennet.ru/opennews/art.shtml?num=47598
http://www.opennet.ru/opennews/art.shtml?num=47598
http://www.opennet.ru/opennews/art.shtml?num=48255
http://www.opennet.ru/opennews/art.shtml?num=48255
http://www.opennet.ru/opennews/art.shtml?num=48255
http://www.opennet.ru/opennews/art.shtml?num=48255
http://www.opennet.ru/opennews/art.shtml?num=48255
http://www.opennet.ru/opennews/art.shtml?num=48255
https://upcloud.com/community/tutorials/secure-postfix-using-lets-encrypt/

http://sysadminmosaic.ru/letsencrypt/letsencrypt?rev=1596442144
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