Postfix

YcTaHOBKa

apt install postfix postfix-ldap

HacTtpouka

Mo ymon4yaHuio, Postfix neiTaeTca noce1aTe NOYTY B HANPsSIMy0 MCNOAb3ysA, 3anpockl K DNS, B YacTHOCTM 3anucy Tuna MX.

relay_domains | CMMCOK LOMEHOB, Ha KOTOPblE pa3peLleHa nepechiika NMcem

relayhost nMa N NopT CepBepPa ONA Nepecblsika Ha HEro Nncem

ECnn MMs 3aK/04eH0 B KBaZpaTHble CKobku [] — To Postfix He NpeanpuHUMaeT NONbITKY NOWUCKa 3anucei Tuna MX

OpenLDAP
OpenLDAP

@' Cxema Postfix He coBmecTnMa ¢ cxemon Misc

postfix.|dif

olcDbIndex_postfix.Idif

dn: olcDatabase={1}mdb,cn=config
changetype: modify

add: olcDbIndex

olcDbIndex: mailRoutingAddress eq

ldapadd -Y EXTERNAL -H ldapi:/// -f /etc/ldap/schema/postfix.ldif
ldapadd -Y EXTERNAL -H ldapi:/// -f olcDbIndex postfix.ldif

postfix.schema

NMNceBOOHUMBI

Ons ncesnoHnmoB (Aliases) TpebyeTcsa unmumnanmsauun bl (hain cpacwmpeHnem .db)

dainn KomaHpa

/etc/aliases | newaliases

@ Ecnu Bo3HUKaeT ownbka

postfix: warning: dict nis init: NIS domain name not set - NIS lookups disabled

Hy>XHO yCTaHOBUTb NepeMeHHYIo:
/etc/postfix/main.cf
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alias maps = hash:/etc/aliases

Macxapap. agpecosB
Address masquerading

3aMeHa O4HOro fOMeHa Unu agpeca ApPyruM, YJJ,06HO nMCcnonb30BaThb, €C/IN HYXXHO CKPbITb BHYTPEHHNE OOMEHbI NMpn
OTnNpaBKe No4YTbl Ha BHELLUHWE afpeca.

Jetc/postfix/main.cf

smtp generic maps hash:/etc/postfix/generic

Jetc/postfix/generic

@foo.example.com @example.com

Komnunauns generic.db:
postmap /etc/postfix/generic

Postfix Address Rewriting

Pa3smep coobLieHus

/etc/postfix/main.cf

message size limit = 30720000
3apaetca B baTax, 3HaYeHMe N0 yMo4aHMio 10240000

KonupoBaHue BCeX NOYTHI

OTnpaBKa CKpbITbIX Konuii Bcex nucem (Blind carbon copy) Ha onpeaeneHHbIN agpec.

Jetc/postfix/main.cf

receive override options no_address mappings
always bcc bcc@localhost.localdomain
transport _maps hash:/etc/postfix/transport
receive override options

B faHHOM npumepe NCcnonb30BaH IoKanbHbIN agpec: bcc@localhost. localdomain

KomaHpabl
[poBepka cMHTaKcmca:

postfix -c MYTb_K ®AMNY HACTPOEK main.cf check
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CocTosiHVe ovepenu:

postqueue -c MYTb_K ®ANIY_HACTPOEK main.cf -p

ObpaboTka o4yepenmn HeMeLIEHHO:

postqueue -c NYTb_K ®AWNY HACTPOEK main.cf -f

OumncTtka ovepenu:

postsuper -c MYTb_K ®AMNY HACTPOEK main.cf -d ALL

TecT afpeca AOCTaBKU:

postmap -q address@domail.ru ldap:/etc/postfix/ldap-users.cf
TOT-)XX€ TeCT C Ucnosb3oBaHneM ldapsearch

ldapsearch -h 127.0.0.1 -p -X -b "ou=users,dc=domain" -LLL '(&(!(l=disabled))
(| (mail=info@domain.ru) (maildrop=info@domain.ru)) (objectclass=mailUser))' maildrop

PaboTa C HECKONIbLKUMMU 3K3eMNaspaMm

(#~Fix Me! ;

Mpy peLleHn HEKOTOPbIX 3a4a4 MOXXHO BOCMOJ/Ib30BAThCS BO3MOXHOCTbIO PaboThbl C HECKOIbKMMM 3K3eMrispaMm (instance)
cepsepa.

0ns paboTbl HY>XHO [06ABUTL TaKUe CTPOKU:

/etc/postfix/main.cf
multi instance enable = yes

multi instance wrapper ${command directory}/postmulti -p -g WM4A_TPYNMbl reload
multi instance directories = /etc/postfix-mx /etc/postfix-1 /etc/postfix-n

B MepemMeHHOW multi_instance directories yka3blBaeTCs 3K3eMMaspbl MPOrpaMMbl, B NpuMepe WCMOJib30BaHbI
cneayoune:

® /etc/postfix-mx
® /etc/postfix-1

® /etc/postfix-n

Ins Toro, 4TobbI NPK 3anycke/oCTaHOBE U nepesanycke Postfix n no komaHae
service postfix ..

HY>XHO MapameTpe multi_instance wrapper HY>XHO yKa3aTb UMsA rpynmbl (MMS_TPYMMbl) B KyAa BXOA4A HY>XHble 3K3EMMIAPO0B
NporpamMmbi.

Takxe ond Toro, 4Tobbl paspewmnTb paboTy C HECKOIbKMMM 3K3EMMNISPaMN MOXXHO NCMOIb30BaTh KOMaH4y
postmulti -e init

Ons ynpaBneHns ciyxuT nporpamma postmulti.

MpumMepbi:
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Co3paHue postmulti -I WMMA_SK3EMMNAAPA -G UMA_TPYMMbl -e create

AKTunBauus postmulti -i UMA_3K3EMMNNAPA -e enable

YnpaBeHue 3K3eMnAspoM | postmulti -i UMS_SK3EMMSPA -p KOMAHMA

Managing multiple Postfix instances on a single host

Y paneHue a3K3seMmnnaapa

Mpu ynaneHun sk3emnnsapa HY>XHO YAaJNTb ero nanky: /var/spool/UMA_3K3EMMISAPA, nHaye faXke nocne Toro, Kak mms
3K3eMnaspa yaaneHo n3 nepemMeHHon multi instance directories ¢anna /etc/postfix/main.cf byget coobweHune 06
ownbke:

/var/log/mail.err

postmulti[...]: fatal: No matching instances

be3onacHoOCThb

S Fix Me!

mynetworks CMWCOK MOMICETEN C KOTOPbIX Pa3pelleHa OTMpaBKa Yepes 3ToT cepsep

KNWeHT, NoAKII0YMBLLUMICS K CEPBEPY, MOXET KOMaHaow vrfy

disable vrfy command = yes . .
- - user@domain. ru onpeaennThb, CyLLECTBYET NN 3alaHHbIN agpec B CUCTEME

Mpw NonbITKe KNMeHTa OTNPaBUTb NMUCbMO HECYLLIECTBYIOLLEMY MOJIb30BATENIO
Mo YMOJIYaHWIO CepBep BbIAACT 550 (reject) c coobuweHmeM user unknown
in local recipient table (nnu gpyrown Tabnuue). OTKAOYaeM, NyCTb
cepBep coobuiaeT user unknown

show user _unknown table name = no

Tpebyem oT knneHTa npueetcTena (HELO/EHLO). Bce, KTo noakitovaeTcs,

smtpd helo required = yes
- - L0OJDKHbI NpeacCTaBaATbCA

smtpd_helo restrictions= OrpaHnyeHusa gns 3tana HELO/EHLO. MpUMeHA0TCA K UMEHWN XoCTa, ero IP-

permit_mynetworks, agpecy n npmBeTcTButo HELO/EHLO:

permit sasl authenticated, Pa3peluaem aoBepeHHbIE CETH

reject invalid hostname, Paspelaem TeM, KTO NPOLWEN ayTeHTUdUKaLumno
reject_non_fqdn_hostname, OT6packiBaeM HenpasuibHOE (HecyLLecTByioLLee) MMS XOCTa
reject_invalid_helo_hostname, OT6pacbiBaeM He MOJHOCTLIO ONpeaenéHHoe JOMEHHOe UMs X0CTa

e e e eI OT6packiBaeM, ecm xocT no HELO/EHLO He nmeeT A unu MX 3anucu

OrpaHnyeHunsa gns 3tana MAIL FROM. MpuMmeHseTCcs KO BCEMY npeablayLiemy
+ UMsA oTNpaBuUTens:
smtpd_sender_restrictions= OT6packiBaeM He NOAHOCTLIO ONPeAeNéHHOe UMs OTNpaBUTeNs
E:%22%‘32&5232”5332?réomain OT6packiBaem OTNPaBUTENS C HECYLLECTBYIOLIErO IOMeHa
reject unlisted sender, ' OT6packiBaeM HeCyLLEeCTBYIOLLNX OTMPaBUTENeil
permit mynetworks, Mposepsem 0TnpasuTens. ECAY € Hallero OMeHa, To MPOBEPUM, HaXOAUTCS
permitisasliauthenticated 11 OH B ,D,OBepeHHOI/I ceTn nnn I'IpOLIJeJ'I ayTeHTM(pMKaU,V”O
Pa3pellaem 0TNPaBAATb C AOBEPEHHbIX CeTell

Pa3peluaeM O0TNpaBasTL NPOLWEALWNM ayTEHTU(DUKALNIO

smtpd recipient restrictions=
reject non fgdn recipient,
reject_unknown recipient domain, | OrpaHuyeHus ans stana RCPT TO. NMpumeHseTCs K npeabliayLemy + ums

reject unlisted recipient, nonyvyatens:
perm::Lt_mynetworks, ] reject, ecqin nosiydaTeslb OTCYTCTBYET B CMNCKE Hallero AoMeHa WUiaun Crimcke
permit sasl authenticated, nepecobinkn. YTobbl cepBep He CTasl OTKPLITLIM relay

reject unauth _destination
reject invalid hostname
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OrpaHunyeHns ons stana DATA:

smtpd data restrictions= OTBepraeM 3anpoc, Korga KaneHT nocbinaet KoMaHabl SMTP paHbLue
reject unauth pipelining, BpeMeHun
reject_multi_recipient_bounce reject KNMEHTA C MYCTbIM UMEHEM OTMNPaBUTENS, KOTOPbIA OTMPaBAsET cpasy

HECKOJIbKUM noNny4aTenam

smtpd_etrn_restrictions=

permit mynetworks, OrpaHunynBaem KJIMEHTOB, KOTOPbIe MOryT 3anpalnBaTb OYUCTKY 0Yepean
permit sasl authenticated, coobLeHunin
reject

Mpumep

MpuMep onst BCTaBKM B haitn main. cf

disable vrfy command = yes
show _user unknown table name = no
smtpd helo required yes

smtpd helo restrictions
check helo access hash:/etc/postfix/helo restrictions
permit_mynetworks,
permit sasl authenticated,
reject invalid hostname,
reject non_fqdn_hostname,
reject invalid helo hostname,
reject unknown helo hostname

smtpd _sender restrictions
reject non fqdn sender,
reject unknown sender domain,
reject unlisted sender,
permit_mynetworks,
permit_sasl authenticated

smtpd recipient restrictions
check_sender_access hash:/etc/postfix/sender_access
reject non fqdn recipient,
reject_unknown_recipient_domain,
reject unlisted recipient,
permit mynetworks,
permit sasl authenticated,
reject unauth destination
reject invalid hostname

smtpd data restrictions
reject unauth pipelining,
reject multi recipient bounce
smtpd etrn restrictions
permit_mynetworks,
permit sasl authenticated,
reject

message size limit = 51200000

Tabnuubl:

[etc/postfix/helo_restrictions

80.84.114.82 0K
mail.agmh. ru 0K
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agmh.ru OK
agmhdc.agmh.com OK
mailpn.ru REJECT
stmails.ru REJECT
5.63.152.144 REJECT

[etc/postfix/sender_access

80.84.114.82 0K

mail.agmh.ru 0K
agmh.ru OK
agmhdc.agmh.com OK
mailpn.ru REJECT
stmails.ru REJECT
5.63.152.144 REJECT
@mailpn.ru REJECT

CKpUNT oA KOMNUASLMKN TabnnL:

/etc/postfix/lupdate_db.sh
#!/bin/bash

postmap helo restrictions sender access transport

WHTerpauusa c opyruMu nporpaMmMmamMm

AMaViSd-new

AMaViSd-new — nHTepdenc mexay MTA 1 CKaHEPOM BUPYCOB/PUNLTPOM COAEPKAHUSA

main.cf

content filter=smtp-amavis:[127.0.0.1]:10024

Mocne TpaHcnopTa pickup:

-0 content filter
-0 receive override options=no header body checks

B KoHeL hanna:

smtp-amavis unix - - n - smtp
-0 smtp_data_done_ timeout=1200
-0 smtp_send xforward command=yes
-0 smtp _tls note starttls offer=no
127.0.0.1: inet n - n - - smtpd
-0 content filter
-0 smtpd_delay reject=no
-0 smtpd client restrictions=permit mynetworks, reject
-0 smtpd helo restrictions
-0 smtpd sender restrictions
-0 smtpd recipient restrictions=permit mynetworks, reject
-0 smtpd data_restrictions=reject unauth pipelining
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-0 smtpd end of data restrictions

-0 smtpd restriction classes

-0 mynetworks=127.0.0.0/8

-0 smtpd_error_sleep time=0

-0 smtpd soft error limit=1001

-0 smtpd _hard error 1limit=1000

-0 smtpd client connection count limit=0
-0 smtpd client connection rate limit=0
-0 receive override options=no header body checks,no unknown recipient checks,no milters
-0 local header_ rewrite clients

-0 smtpd milters

-0 local recipient maps

-0 relay recipient maps

ClamAV

':D Ina paboTbl 4epe3 ClamSMTPd

main.cf

content filter = scan:127.0.0.1:10025
receive override options no_address mappings

master.cf

# AV scan filter (used by content filter
scan unix - - n - 16 smtp
-0 smtp send xforward command=yes
# For injecting mail back into postfix from the filter
127.0.0.1:10026 inet n - n - 16 smtpd
-0 content filter
-0 receive override options=no_unknown recipient checks,no header body checks
-0 smtpd helo restrictions
-0 smtpd client restrictions
-0 smtpd sender_restrictions
-0 smtpd recipient restrictions=permit mynetworks, reject
-0 mynetworks style=host
-0 smtpd authorized xforward hosts=127.0.0.0/8

/etc/clamsmtpd. conf

OutAddress: 127.0.0.1:10026

Dovecot

Dovecot

/etc/postfix/main.cf

mailbox command = /usr/lib/dovecot/dovecot-lda -f "$SENDER" -a "$RECIPIENT"

/etc/postfix/master.cf

dovecot  unix - n n - - pipe
flags=DRhu user=vmail:vmail argv=/usr/lib/dovecot/dovecot-lda -f ${sender
${recipient
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SpamAssassin
Ta HacTporka no3sosiseT paboTaTb ¢ SpamAssassin 6e3 ncnonb3oBaHma AMaViSd-new

B thain /etc/postfix/master.cf Hy>XHO f06aBUTb

1. [ins smtp 1 submission CTPOKy:
-0 content filter=spamassassin
npumep:
smtp inet n - y - - smtpd
-0 content filter=spamassassin
submission inet n - y - - smtpd
-0 content filter=spamassassin
2. B koHeu channa:

spamassassin unix - n n - - pipe
user=debian-spamd argv=/usr/bin/spamc -f -e /usr/sbin/sendmail -oi -f ${sender} ${recipient

3. BbINONAHUTL:

postfix reload
nnm

service postfix reload

SSL

Mpumep HacTpoviku paboTsl No NnopTy 587, C Mcnonb3oBaHWeM cepTudukaTos Let's Encrypt:

Jetc/postfix/main.cf

smtpd tls cert file=/etc/letsencrypt/live/domain.ru/fullchain.pem
smtpd tls key file=/etc/letsencrypt/live/domain.ru/privkey.pem

smtpd use tls=yes
smtpd tls session cache database = btree:${data directory}/smtpd scache
smtp tls session cache database = btree:${data directory}/smtp scache

smtpd sasl type = dovecot

smtpd _sasl path private/auth

smtpd sasl local domain

smtpd sasl security options noanonymous
broken sasl auth clients = yes

smtpd sasl auth enable = yes

smtp tls security level = may
smtpd tls security level = may
smtp tls note starttls offer = yes
smtpd tls loglevel = 1

smtpd tls received header = yes
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CcbinIkKM

https://wiki.debian.org/Postfix

ClamSMTP: Using with Postfix

Postfix: pokymeHTauwms postfix, ccoiikm, obMeH onbiToM, opyM :: MPOCMOTP TeMbI - TUMOBON KOHGUI ANS BCEX
Postfix, warning: dict_nis_init.

https://wiki.debian.org/PostfixAndSASL
http://wiki2.dovecot.org/HowTo/PostfixAndDovecotSASL

Postfix TLS Support

OuucTka u obcny>xmaHue noyToBon 6asbl postfix

3anpet nuceM c noaaenbHbIM noneM From unu cnam ot cebs k cebe B postfix
JInmuTbl B Postfix. OrpaHuyeHune Ha pasmep coobuieHuns. JIMMUT Ha KOANMYeCcTBO COOBLLEHMI
HacTponka Postfix ona oTnpasky NoYThl Yepes BHeWHUA SMTP
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