Samba

Samba — nakeT mporpamMm, KoTopble NO3BONAT obpallaTbCa K CETEBbIM AWCKAM W MPUHTEpPaM Ha pa3anyHbIX
onepaunoHHbIX cMcTeMax no npotokony SMB/CIFS. IMeeT KNIMEHTCKYI U CepBepHY 4YacTu. SiBnseTcs CBOOGOAHLIM
nporpaMMHelM obecneyeHnem, BbinyLLeHa nog anueHsnen GPL.

https://www.samba.org/
MeyaTb 13 Samba

PeweHne npobnem

NMpumepbl UCNOJNTb30OBaHUA

e Murpauwns Ha LDAP
e [pumepbl CTPYyKTYp Samba LDAP
e BbinonHeHue nporpamMMbl BXofa B gomeH (Logon Script)

Cepsep

Ina poctyna nonb3oBaTenen Yepes winbind:

1. YcTaHOBUTDL

apt install\
samba\
smbldap-tools\
winbind\
libpam-winbind\
libnss-winbind\

2. BbimonHuTbL HacTpoliky winbind
3. Mo HeobxoANMOCTY BbIMOJHWUTL HAaCTPONKY PAM

PewweHmne npobnemsl increasing rlimit_max

KnueHT

apt-get install samba smbclient winbind
Tonbko paboTa C nosb3oBaTeNsAMU:

apt-get install winbind

CtaTtyc cepBepa

smbstatus

CTaTyc cepBepa, BKJIl0Yas CMUCOK OTKPLIThLIX haitsioB.
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https://www.samba.org/
https://sysadminmosaic.ru/samba/print
https://sysadminmosaic.ru/samba/print
https://sysadminmosaic.ru/samba/problems
https://sysadminmosaic.ru/samba/migrate_ldap
https://sysadminmosaic.ru/samba/migrate_ldap
https://sysadminmosaic.ru/samba/examples_ldap
https://sysadminmosaic.ru/samba/examples_ldap
https://sysadminmosaic.ru/logon_script_kixtart/logon_script_kixtart
https://sysadminmosaic.ru/logon_script_kixtart/logon_script_kixtart
https://sysadminmosaic.ru/samba/problems#increasing_rlimit_max

NepeuynTaTbh HACTPOUKHU

smbcontrol all reload-config

[NobaBneHue B oOMeH

net join -U UMA_AOAMWHUCTPATOPA OOMEHA

nnu

net rpc join -S KOHTPOJUIEP_OOMEHA -w WMA_OOMEHA -U AOMWHWCTPATOP_OOMEHA
MpoBsepka:

net rpc testjoin

UNC

UNC path

smb://domain;user:password@server
smb://domain;user:password@server/share

Mac OS X Hints — Specify the domain in SMB login strings
winbind

Winbind - 310 gemoH, paboTatowuii Ha KnneHTax Samba 1 AEeNCTBYIOWMIA KakK MPOKCK A4 CBA3U Mexay PAM n NSS

Ons paboTbl Yepes winbind Hy>KHO B NSS f06aBuUTb: winbind B CTPOKM C passwd: M group: B pann /etc/nsswitch.conf

Mpumep:
passwd: files winbind
group: files winbind

winbindd (NSS daemon)

IDMAP
(#~Fix Me! ;

idmap_ldap
Samba, GID, UID n AD — kurazhos blog

Exporting & Importing Winbind User Maps for Samba (for Backup & Restore of User maps) - infotinks
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http://hints.macworld.com/article.php?story=20031203172256827
https://sysadminmosaic.ru/pam/pam
https://sysadminmosaic.ru/nss/nss
https://sysadminmosaic.ru/nss/nss
http://smb-conf.ru/winbindd.html
https://www.samba.org/samba/docs/current/man-html/idmap_ldap.8.html
https://kurazhov.ru/samba-gid-uid-in-ad/
https://kurazhov.ru/samba-gid-uid-in-ad/
https://kurazhov.ru/samba-gid-uid-in-ad/
http://infotinks.com/exporting-importing-user-id-maps-samba/

NTFS-ACLs

MoppobHee o Cnnckax goctyna (POSIX ACL)

/etc/samba/smb.conf
vfs objects = acl xattr
acl map full control = true
inherit acls = yes
map acl inherit yes

nt acl support yes
acl group control = true

Save NTFS-ACLs in Extended Attributes (EASs)

TDB

Chapter 41. Managing TDB Files

PAM

Debian: PaboTa c PAM

Z2Fix Me! ) J*Fix Me! )

/etc/pam.d/common-account

account sufficient pam winbind.so
account required pam_unix.so

/etc/pam.d/common-session

session sufficient pam winbind.so
session required pam_unix.so

/etc/pam.d/common-password

password [success=2 default=ignore] pam unix.so obscure sha512

password [success=1 default=ignore] pam winbind.so use authtok try first pass
password requisite pam_deny.so

password required pam_permit.so

Samba kak NT4 PDC

JlonxeH nu A nepentn Ha Samba AD?
OAaHMM 13 pacnpocTpaHéHHbIX 3abnyxaeHui aenaetca: «Samba 4» o3HavaeT «To/bKo Active Directory»: 3To HenpaBubHO!

Mopnepxka Active Directory (AD) Domain Controller (DC) saBnseTcs ogHMM 13 YCOBEPLUEHCTBOBAHWIA, peasin30BaHHbLIX B
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https://sysadminmosaic.ru/posix_acl/posix_acl
https://sysadminmosaic.ru/posix_acl/posix_acl
https://sysadminmosaic.ru/_export/code/samba/samba?codeblock=10
http://www.samba.org/samba/docs/man/manpages/vfs_acl_xattr.8.html
https://www.samba.org/samba/docs/old/Samba3-HOWTO/tdb.html
https://sysadminmosaic.ru/pam/pam
https://sysadminmosaic.ru/pam/pam
https://sysadminmosaic.ru/pam/pam
https://sysadminmosaic.ru/_export/code/samba/samba?codeblock=11
https://sysadminmosaic.ru/_export/code/samba/samba?codeblock=12
https://sysadminmosaic.ru/_export/code/samba/samba?codeblock=13

Samba 4.0. OfHaKo BCe HOBblE BEPCMM BKOYAIOT B Ce65 PyHKUUM NpeablayLLnX BEPCUIA - B TOM Yucie nogaepxky NT4-style
(classic). 9To 03Ha4aeT, 4TO Bbl MOXXeTe 06HOBMTb Samba 3.x NT4-style PDC fo nocnegHein Bepcum, Kak Bbl 0OHOBMAN B
MPOLUJIOM - Hanpumep, oT 3.5.x 10 3.6.x. HeT Heobx0aMMOCTM BLINOAHATL Nepexon AoMeHa NT4-style Ha AD.

Kpome Toro, Bce nocnefHme Bepcuy NpoaoKaTe NoALepXmMBaTb co3faHne Hosoro NT4-style PDC. Mopnepxka AD B Samba
4.0 n bonee nNo3gHNX He siBNsieTCA 0693aTeNbHbIM U He 3aMeHsieT Ans ¢GyHKumoHan PDC. KomaHna Samba noHnmaeTt
TPYZAHOCTU, MPEeACTaB/EHHbIE CYLWECTBYOWMMN CTPYKTypamu LDAP. Mo 3Ton NpryunHe, y HacC HET NaaHoB, YTobbl yaoannTb
noafepxky knaccnyeckoro PDC. KpoMe Toro, Mbl Npogo/mKaeMm TecTupoBaTh nogaepxky PDC B HOBbIX BEpCUAX.

MepeBop opuruHana: Samba as NT4 Primary Domain Controller / Do | have to migrate to Samba AD?

Required Settings for Samba NT4 Domains - SambaWiki

KoHTponnep aomeHa

ye Ecnn B thanne smb.conf yka3aHo bind interfaces only = yes TO B

/] ~napameTpe interfaces HyXHO yKa3biBaTb OCHOBHOW afpec CETEBOro

{ "  unHTepdelica, a He ero ncesgoHum (alias), nogpobHee o HacTpolike
CeTeBbIX UHTEP(ENCOB 34€eCh.

(:}Bce HWXXe rnepeyvyncieHHble NpUMepsl NMPUMEHMbI TONBKO 4J19 CUTyauun Korfa faHHble KOHTpoJIIepa fOMEHa XPaHATCA
Ha LDAP cepsepe OpenLDAP.
Ons nepexofa Ha ncnosib3osaHne LDAP cepBepa B Ka4yecTBe XpaHWIuLLa AaHHbIX YyuTanTe: Murpauusa Ha Samba LDAP

Nanku:

/etc/samba
/etc/smbldap-tools
/var/cache/samba
/var/lib/samba
/var/log/samba

YcTaHOBKa

apt install\
libpam-ldapd\
libnss-ldapd\
samba\
samba-doc\
smbclient\
cifs-utils\
smbldap-tools\
slapd\
mcrypt\
ldap-utils\
libgd-tools\

PewweHmne npobnemsl increasing rlimit_max

[octyn K cepBepy LDAP

1. Maponb focTyna k LDAP cepBepy, yKa3biBaeTCs AJs MoJb30BaTeNs, KOTOPLIA 3afaH B nepeMeHHoOW ldap admin dn chaiina
smb.conf:
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smbpasswd -w MAPOJIb
Maponb nonb3oBaTens, onpenenéHHoro B ldap admin dn coxpaHseTcs B hanne /var/lib/samba/private/secrets.tdb
2. Takxe naposib HY>KHO yKa3aTb B (haiine /etc/smbldap-tools/smbldap bind.conf

ana COXpaHeHnAa gaMna q)a|7|na N ana KOHTpPOo A 3a €ero coaep>XmMbiM MOXXHO UCMOJ1Ib30BaTb KOMaHAY:

tdbdump /var/lib/samba/private/secrets.tdb

HacTpouka Smbldap-tools
Mogpo6bHoe onuncaHne: Smbldap-tools

®ann /etc/smbldap-tools/smbldap.conf

LDAP

OpenLDAP

samba.ldif

C:)ﬂﬂﬂ Toro, 4Tobbl paboTan NoMck Mo cofepXUMoMy aTpubyTy sambaAcctFlags HY>KHO M3MEHUTb CXEMY samba.schema
nyTem nobaBneHms CTPOKM SUBSTR caseIgnoreIA5SubstringsMatch B onucaHme atpubyTa, BOT Y4TO AO/MKHO ObITh:

samba.schema

attributetype ( 1.3.6.1.4.1.7165.2.1.26 NAME 'sambaAcctFlags'
DESC 'Account Flags'
EQUALITY caseIgnoreIA5Match
SUBSTR caseIgnoreIA5SubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26{16} SINGLE-VALUE )

olcDbindex_samba.ldif

dn: olcDatabase={1}mdb,cn=config
changetype: modify

add: olcDbIndex

olcDbIndex: sambaSID eq,sub

add: olcDbIndex
olcDbIndex: sambaPrimaryGroupSID eq

add: olcDbIndex
olcDbIndex: sambaDomainName eq

add: olcDbIndex
olcDbIndex: sambaSIDList eq

add: olcDbIndex
olcDbIndex: sambaGroupType eq

ldapadd -Y EXTERNAL -H ldapi:/// -f /etc/ldap/schema/samba.ldif
ldapadd -Y EXTERNAL -H ldapi:/// -f olcDbIndex samba.ldif

samba.schema
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https://sysadminmosaic.ru/smbldap-tools/smbldap-tools
https://sysadminmosaic.ru/openldap/openldap
https://sysadminmosaic.ru/_media/samba/samba.ldif
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samba 4.5.16+dfsg-1 amd64.deb
deb://CONTENTS/usr/share/doc/samba/examples/LDAP/samba.schema.gz

sambaAcctFlags

Accounts

Within a Windows network (Domain) there are two types of accounts: machine and user accounts. The machine accounts are
better kown as Computer accounts since they live in the ou=Computers. OpenLDAP uses objectClass=person and
objectClass=device for this. Hence the choice for ou=Devices and ou=People in the DIT structure.

There are three ways that one can distinguish a machine account from a user account:
The object class A machine account ends with a $ e.g. computer01$ The account flags Accounts have passwords, so persons
and devices can have a password associated with the account. SAMBA can work with LanManager passwords and NT
passwords. LanManager should not be used anymore, so we will only provide LDIFs with the NT4 password field set.
In LDAP there is an sambaAcctFlags attribute which consists of a
[ 11 positions of information or spaces and a ]
A regular user account looks like this:
[U ]
, While @ machine account looks like this:

(w ]

Next to an account type indicator one can also set account settings to for example disable an account. The available options
are:

Account Flags (sambaAcctFlags)

Tunel

[Monb3oBaTenb

U
W | Paboyasa ctaHums
S

CepBep (KoHTpoONEP fOMEHA)

| Domain Trust Account
M | Majority Node Set (MNS)

MNapameTphl

H | Home directory required

YyeTHas 3anncb He umeeT napond (none nacnopta LANMAN Password Hash nnu NT Password Hash urHopupyetcs).
N | 3ameTbTe, Nonb3oBaTeNsM ByaeT No3BoseH Bxod 6e3 napons TONbKO eCNn yCTaHOBEH NapaMeTp null passwords =
yes B KOH(MrypaLnoHHOM chaine smb.conf B cekuumm [global]

Maposib He UMeeT CpoKa JAaBHOCTU, T.e. He UcTeyeT

YyeTHas 3anncb OTKOYEHa

Temporary duplicate of other account

|| 0O| X

YyeTHas 3anucb 3aﬁJ'IOKVIpOBaHa aBTOMaTn4eCKn

sambaPwdLastSet

Yncno cekyHp ¢ Havana 1970 (Unix time) korfa 6unum m3MeHeHbl 3HavyeHUs aTpubyToB sambalMPassword nau
sambaNTPassword
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https://ru.wikipedia.org/wiki/UNIX-время

MNpeobpa3oBaHune B HOpMaJibHYt0 AaTy Ha bash:

date -d ©1208428441 "+%Y-%m-%d %T"

sambaPwdCanChange

Monb3oBaTenb He MOXET M3MeHWUTL Naposib (user cannot change password) ecnn 3HadeHne 2147483647 (The integer time in
seconds since 1970)

sambaDomainName

gidNumber 1 uidNumber CO38al0TCA aBTOMATUYECKUN

sambaNTPassword
(“Fix Me! )

| MycTon naponb | 31D6CFEOD16AE931B73C59D7EOCO89CO

sambaGroupType
Tun rpynnbl:

e 2 Domain group
e 4 |ocal group (alias)
e 5 Builtin

[onoNHUTENbHbIE: [ #“Fix Me! )

0 NONE
1 USER

2 DOM_GRP
3 DOMAIN

4 ALIAS

5 WKN_GRP
6 DELETED

7 INVALID

8 UNKNOWN
9 COMPUTER

Samba3/LDAP: Valid values for attribute sambaGroupType?

sambaUserWorkstations

Y106bl n3bexaTb owmnbKy NT_STATUS INVALID WORKSTATION Mpu OrpaHMyYeHMn BXOLa Ha MallMHbl C Samba HYXHO
yKa3blBaTb UX MMEHA B CMNCKe C NCMOb30BaHUEM npedukca: «\\»
Mpumep:

\\server01l,\\server02,win server0l,win_server02

NpeHTudukaTopol

" Fix Me! )

SID-bl, RID-bI, UID-bI 11 GID-bI
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https://sysadminmosaic.ru/bash/bash
https://lists.samba.org/archive/samba-technical/2009-March/063905.html

Where a Unix system only cares about uid numbers and gid numbers (the names are just to make it easier for humans),
Windows systems only care about the SID or Security IDentifier. Since there is only one identifier it means there is a conflict
with the uid and gid system. On unix systems root has uid 0 and gid 0, and the group is also called root. This is impossible in
the Windows world. The SID has to be unique, meaning that the group and the user need to have a SID that is different from
one another. Next to that no names can be used as duplicates. So there can not be a user root and a group root.

Before we add users and groups to LDAP, we first need to explain the SID and RID used in the Microsoft environment. SID
stands for Security IDentifier. Within an Microsoft networking environment the SID is globally unique. In comparision with
Unix-like systems, you could create a group with gid 99 and a user with uid 99, meaning that on a system level both have an
ID of 99. This is not possible in a Microsoft world. It should also be noted that you can not have a group with name «test» and
a user called «test». Also the naming has to be unique within your domain.

RID is a Relative IDentifier. Relative to the SID that is. The RID is the last part and should be unique for a certain object within
a domain.

CtpykTypa SID

S-[PeBusnal-[IdentifierAuthority]-[SubAuthority®]-[SubAuthorityl]-...-
[SubAuthority[SubAuthorityCount]](-RID)

PeBn3sna — ons Tekywen sepcun Windows NT Bcerza 1.

Tabnuua ldentifier Authorities n SubAuthorities:

SID | RID | OnucaHue

S-1 0 NULL SID authority: used to hold the «null» account SID

S-1-0 0 | The null account

S-1 1 | World SID authority: used for the «Everyone» group, which is the only account in this authority.

S-1-1 0 | The Everyone group (\EVERYONE)

S-1 2 Local SID authority: used for the «Local» group, which is the only account in this group.

S-1-2 0 | The Local group
Creator SID authority: responsible for the CREATOR_OWNER, CREATOR_GROUP, CREATOR_OWNER_SERVER

S-1 3 | and CREATOR_GROUP_SERVER well known SIDs. These SIDs are used as placeholders in an access control
list (ACL) and are replaced by the user, group, and machine SIDs of the security principal.

5-1-3 0 | Creator Owner account (\CREATOR OWNER)

S-1-3 1 Creator Group account (\CREATOR GROUP)

S-1-3 2 | Creator Owner Server account (\CREATOR SERVER OWNER)

S-1-3 3 Creator Group Server account (\CREATOR SERVER GROUP)

S-1 4 | Non-unique authority: Not used by NT

S-1 5 NT authority: accounts that are managed by the NT security subsystem.

S-1-5 2 NT authority: Network (AUTHORITY\NETWORK)

S-1-5 4 NT authority: Interactive (AUTHORITY\INTERACTIVE)

S-1-5 11 | NT authority: Authenicated users (AUTHORITY\AUTHENTICATED USERS)

S-1-5 18 | NT authority: System (AUTHORITY\SYSTEM)

S-1-5 19 | NT authority: Local service (AUTHORITY\LOCAL SERVICE)

S-1-5 20 | NT authority: Network service (AUTHORITY\ANETWORK SERVICE)
Non-unique SIDs, used for domain SIDs: The SID S-1-5-21 is followed by 3 RIDs (96 bytes) that defines the
domain. Which could look like this S-1-5-21-0123456789-0123456789-0123456789. The 3 RIDs are created

S-1-5 21 | during initial domain installation. Since it is a random number duplicates can exist, there is no such thing as
a central domain number authority. The domain SID is followed by a RID identifying the account within the
domain. This RID is just a simple counter assigning a new RID to an account.

S-1-5 | 32 | SID S-1-5-32 Builtin resources

S-1 9 Resource manager authority: is a catch-all that is used for 3rd party resource managers.
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A unix system uses UIDs and GIDs for the identification of users and groups. Red Hat based systems use UIDs less then 500
for system users and groups. Debian based systems regard everything under 1000 to be system related. Exceptions to these
rules are:

Nmsa Tun Debian | CentOS
nobody nosb3oBaTens | 65534 | 99
nogroup rpynna 65534

nobody rpynna 99
nfsnobody | nonb3oBaTesnb 65534
nfsnobody | rpynna 65534

If you are in the lucky situation that you can start with a clean installation | would suggest the following:

e |D 000 - 499 : POSIX UID and GID numbers
e |ID 500 - 999 : SAMBA and Windows RID numbers, with corresponding UID and GID numbers
e |ID 1000 - up : free to use

an important note here is that Windows can not handle two identities with the same ID number. That means that every object
in AD has a unique SID. While in the POSIX world we are used to uidNumber 0 for the root user and gidNumber 0 for the root
group. This also brings forward another problem in the Windows world: two entries being called root, a user and a group. This
is also not possible in the Windows world. Your name has to be unique too, even if the object is part of a different tree in the
AD structure the name of the object (CN) has to be unique within your domain. If you would like to work with Personal User
Groups on your POSIX systems, | would suggest using:

e User account: name - uidnumber
e Group naming: name_group - uidnumber+1

This means you need two numbers for every entry. But it gives you the benefit that you can use domainSID-uidNumber or
domainSID-gidNumber as the SID for the object. But in the end this is only cosmetics.

uID, GID, SID and RID

SID S-1-5-21

MN3BecTHble RID-bI:

RID | HasBaHue Tun
500 | DOMAINNAME\Administrator
501 | DOMAINNAME\Guest

512 | DOMAINNAME\Domain Admins
513 | DOMAINNAME\Domain Users Group
514 | DOMAINNAME\Domain Guests

User

SID S-1-5-32

BcTpoeHHble (Builtin resources):
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https://sysadminmosaic.ru/debian/debian
https://sysadminmosaic.ru/centos/centos
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RID

HasBaHue Tvn

544

BUILTIN\Administrators

545

BUILTIN\Users

546

BUILTIN\Groups

548

BUILTIN\Account Operators

549

Group
BUILTIN\Server Operators

550

BUILTIN\Print Operators

551

BUILTIN\Backup Operators

552

BUILTIN\Replicator

CcbinkKu

W Samba

Bce 0 Samba

YcTaHoBka Samba PDC + LDAP Ha Debian Squeeze

SAMBA LDAP Accounts (Or how to migrate to LDAP)

Chapter 11. Account Information Databases, Part Ill. Advanced Configuration
[lomaliHsa cTpaHuua HenopoxHeBa AHTOHa » Samba

MepeBoabl ouumnanbLHOU AO0KYyMeHTauuu K samba, smbldap-tools, openldap
Pycckos3sblyHble cTaTbn 0 Samba 4

Debian Wiki: Samba Domain Controller

How to create samba3 PDC with LDAP backend

Samba 4 Active Directory domain controller (Pycckui)

YcTaHoBka Samba 3 PDC nntoc LDAP Ha FreeBSD

JlornpoBaHue onepauuii ¢ pannamm B Samba

CoxpaHeHune yaneHHbIX hannos Samba B Kop3nHe

Chapter 5. Backup Domain Control

Setting up Samba4 as PDC and BDC

Cbop 1 aHanm3 noros samba B ELK Stack

JlornposaHue onepauun ¢ pannamm B Samba

IBM: OdmunansHoe pykosoacTso n HOWTO no Samba 3.2.x: OCHOBbI HACTPOWKN CepBepoB
Chapter 41. Managing TDB Files

Kerberos

Samba, Active Directory & LDAP - SambaWiki
Running a Samba AD DC with MIT Kerberos KDC - SambaWiki
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