XCA

(~Fix Me! )

(X Certificate and Key management) 3To nporpamMa, npeaocTaBasiolwlas NHTepdeinc Ans ynpaBiaeHNs acUMMETPUYHBLIMU
knto4amm RSA/DSA. MporpamMma MOXeT UCMO0JIb30BaTbCA ANA CO34aHUA M MOAMWCHIBAHUA CEepTUMMKATOB B paMKax
Hebonblworo LIC(CA) n co3naTb COBCTBEHHYIO MHDPACTPYKTYPY OTKPLITLIX Katoyein (PKI).

Ons wudpposaHma ncnonssyetcs bubnamoreka OpenSSL.
OCHOBHbIE BO3MOXXHOCTMK:

e [lporpamMma nNo3BosET Co3haBaTb COBCTBEHHbIE CepTUGMKaTbI, 3aNpockl 1 CNUCKK 0T3biBa (CRL)
e /IMNOPT 1 3KCMOPT KAoYen B hopMaTax:

o PEM

o DER

o PKCS#7

O PKCS#12
Mo>xHO ynpaBaaTe Smart-kapTamu Yepes uHTepdenc PKCS#11
DKCNopTUpPOBaTb CEPTMMUKATLI U 3anpockl B hai HacTpoek OpenSSL
ECcTb BO3MOXXHOCTb CO34aBaThb WabnoHbl 4Nd CO3AaHUs CepTUhNKaTOB
LLIabn10oH MOXHO CO34aTb Ha OCHOBE rOTOBOr0 cepTugmkaTta
EcTb nopfep>xka paclumpeHunin x509v3
MO>XHO M3MEHATb WKpUHy cTonbLos

Mo>XHO ucnosbL3oBaTb 4N paﬁOTbI C

IPsec
OpenVPN
SSH
libvrt

CraHpapThl:

PKCS#1 unencrypted RSA key storage format.

PKCS#7 Collection of public certificates.

PKCS#8 Encrypted private key format for RSA DSA EC keys.
PKCS#10 Certificate signing request.

PKCS#11 Security token / Smart card / HSM access.
PKCS#12 Certificate, Private key and probably a CA chain.

®opmaThbl (hannos:

e DER (Distinguished Encoding Rules) — 6uHapHsbIi opmaT
e PEM Privacy Enhanced Mail — TekcToBbIN hopmaT
e SSH2 — My6nanyHble kno4m SSH

Y106CTBO UCMOb30BaHMUSA:

Templates for common subjects and extensions.

All subject entries, x509v3 extensions, and other properties can be displayed in separate columns.
Customizable subject entries

Drag & Drop support

Many certificate setting sanity checks

Easy association and transformation between keys, certificates and requests

http://hohnstaedt.de/xca/
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http://sysadminmosaic.ru/_detail/xca/bigcert.png?id=xca%3Axca
http://sysadminmosaic.ru/_detail/xca/bigkey.png?id=xca%3Axca
http://sysadminmosaic.ru/openssl/openssl
http://sysadminmosaic.ru/openssl/openssl
http://sysadminmosaic.ru/ipsec/ipsec
http://sysadminmosaic.ru/xca/openvpn
http://sysadminmosaic.ru/xca/ssh_keys
http://sysadminmosaic.ru/xca/libvrt
http://hohnstaedt.de/xca/

http://hohnstaedt.de/xca/index.php/download

https://github.com/chris2511/xca/

YcTaHoOBKa

apt install xca

KoMnunauusa

HeobxoaumMble nakeTbl:
apt install autoconf g++ libltdl-dev qt4-dev-tools libssl-dev pkg-config

Mpvmep pns sepcun 2.1.2

3arpysKa v KoMnunauus:

xca_download_compile.sh

#!/bin/bash

cd /tmp

wget https://github.com/chris2511/xca/archive/RELEASE.2.1.2.tar.gz
tar -xvf RELEASE.2.1.2.tar.gz

cd /tmp/xca-RELEASE.2.1.2
./bootstrap
./configure; make -j6; make install

Tunosblie pencTBus

OT3bIB cepTUdMKaTa

SKCNOpT CANCKa 0T3bIBa

SKCMopT cepTudukaTta

DKCNOPT 3aKPbITOro KitoYa

[eHepauma napameTpoB Odudpdn — XennmaHa

OT3bIB cepTudukaTta

MepenTun Ha BKIaAKy CepTugumkatsl

BbibpaTb HY>XHbI CepTudukaTt

Ha)kaTb NpaBylo KHOMKY MbILWW U B KOHTEKCTHOM MeHI0 BblibpaTb OT03BaTh
BbINOAHUTBL IKCNOPT CAMCKa OT3bIBa

i NS S

JKCNOPT CMUCKa OT3biBa

1. NepenTn Ha BKNaaky CepTudgmrkaThbl

2. BblbpaTb HyXHbIV LienTp ceptucpukaumm (LC)

3. HaxkaTb NpaBylo KHOMKY MbILUN N B KOHTEKCTHOM MeHIo BbibpaTh LIC/CreHepmpoBaTb CRL
ﬂ 3afaTb HY)KHbI€ 3HAYEHUS N HaXKaTb KHOMKY %|

5. MNepenTun Ha BKNaaKy Crucku 0T3blBa CEPTUDUKATOB

6. BblbpaTb HY>XHbI Crincok oT3biBa

7. HaxxaTb Ha KHOMKY JkcnopT
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http://hohnstaedt.de/xca/index.php/download
https://github.com/chris2511/xca/
http://sysadminmosaic.ru/_export/code/xca/xca?codeblock=2

8. B OKHe «JKCMopT CMMCKa OT3bIBOB» HYXXHO 3a4aTh NyTb U UMa danna, popmaT danna PEM (*.pem)
9.| HaxaTb kHorky OK|

3KcnopT cepTudukaTa

1. MNepenTn Ha BKNAAKy CepTudukaThbl
2. BbIbpaTb HYXXHbI CepTudukaTt

3. HaxaTb kHonky Skcnopt]

4. B nosiBMBLUEMCS OKHE HY>KHO B rnoJsie ®opmat cepTudmkaTta BbibpaTbh PEM (*.crt), yka3aTb NyTb K ainy
ﬂ HaxaTb kHomky OK|

JKCNOPT 3aKpPbITOro KJio4va

1. MeperTn Ha BKNALKY 3aKpbiTble Kloun
2. BbibpaTb HYXHbIW 3aKpbITbIA KAKOY

J HaxaTb KHOMKy JkcnopT]|

4. B nosBMBLUEMCS OKHE HY>XHO B M0Jie ®dopMaT Ans s3kcnopTa BblbpaTb 3akpwIThil ka0 PEM (*.pem), YKa3aTb NyTb K
anny
ﬂ HaxaTb kHomky OK|

FeHepauusa napametpoB Audcpun — XennmaHa

1. MeHto [ononHuTensHo/CreHepnpoBaTh NapameTpsl Auddu — Xennmara
2. B oKHe MosiBMBLUEMCS OKHE HY>XXHO BbibpaTb 2048

g HaxaTb kHomKy OK|
4. HayHETCA NpoLecc reHepaLnn, KOTOPbIA MOXKET 3aHSITb HECKOSIbKO MUHYT!

5. Mocne NosiBUTCS AWaOor C NepesioXeHNeM CoOXpaHnUTb 13 B daiin dh2048. pem

Mons

Internal Name

3T0 UM UCMO/b3YETCS TONLKO BHYTPU NporpaMmbl XCA 1 He COXpaHATCS B cepTudukaTe.

countryName

[C] Koa cTpaHbl (ABa cuMBona), HanpuMep RU

stateOfProvinceName

[ST]1 PeruoH (obnactb, pecnybnnka) BHyTpW CTpaHbl (128 cMMBOJIOB).

localityName

[L] Topod vnun HacenéHHbIi NyHKT (128 cMmBOOB).

organizationName

[0] HaumeHoBaHWe opraHusaunu (64 cumeona).
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organizationUnitName

[OU] HanmeHOBaHVe nofpa3fesieHns opraHm3aunu.

commonName

[CN] HanmeHoBaHue cybbekTa. (64 cumBona).

emailAddress

Appec 31eKTPOHHOM NoYThl (128 7-6UTHBIX CUMBOJIOB).

MNMepeBop,

Ons nepesofa HY>XHO ncrnosb3osaTh Qt linguist

McxopHbIn hann xca ru.ts HYXXHO CKOMNUANPOBATbL B Xca_ru.qm

lrelease xca ru.ts

https://hohnstaedt.de/xca/index.php/colaboration/translation

Ccbinku

https://www.hohnstaedt.de/xca/templates/g5_hydrogen/custom/images/bigcert.png
https://www.hohnstaedt.de/xca/templates/g5_hydrogen/custom/images/bigkey.png
3alMLLEHHbI KaHan nepefayn AaHHbIX C MOMOLLbIO CaMOMoANMcaHHbIX SSL-cepTngmrkaTos n Stunnel

XCA - yaoCToBepALWniA LLeHTP YPOBHS NPeAnpuaTus im cara o pyCCKUX U HeMeLKUX nporpaMMmuctax / Xabp
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http://sysadminmosaic.ru/qt/qt#linguist
https://hohnstaedt.de/xca/index.php/colaboration/translation
https://www.hohnstaedt.de/xca/templates/g5_hydrogen/custom/images/bigcert.png
https://www.hohnstaedt.de/xca/templates/g5_hydrogen/custom/images/bigkey.png
http://habrahabr.ru/post/122537/
http://habrahabr.ru/post/122537/
http://habrahabr.ru/post/122537/
http://habrahabr.ru/post/122537/
https://habr.com/post/357668/
https://habr.com/post/357668/

http://sysadminmosaic.ru/xca/xca?rev=1550489769

2019-02-18 14:36
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http://sysadminmosaic.ru/xca/xca?rev=1550489769
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